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INTRODUCTION 

On February 20, 2025, the State Department designated multiple 
Mexican drug cartels and Transnational Criminal Organizations (“TCOs”) 
as foreign terrorist organizations (“FTOs”). At the same time, these 
groups were designated as Specially Designated Global Terrorists 
(“SDGTs”). The designation creates a new risk that businesses operating 
in areas where those entities are active, particularly Mexico, could be 
investigated and prosecuted for materially supporting those entities (18 
U.S.C. § 2339B). However, criminal investigations and prosecutions for 
material support require the Department of Justice (“DOJ” or “The 
Department”) to investigate, pursue charges, and litigate in federal court.  

For federal contractors and grant recipients, liability is not limited to 
situations in which DOJ decides to open investigations and prosecute 
criminal “material support” cases. The FTO and SDGT designations also 
increase the risk that private whistleblowers and DOJ lawyers may 
additionally pursue cases under the False Claims Act (“FCA”). The FCA 
prohibits, among other things, submitting, or causing to be submitted, 
false claims to the U.S. Federal Government. Federal contractors must 
make a certification related to financial transactions involving the assets 
of designated FTOs or SDGTs as part of the regular course of their 
business relationships with the U.S. Government. Federal agencies, 
such as the U.S. Department of State and U.S. Agency for International 
Development (“USAID”), require additional certifications related to 
funding of FTOs in grant awards.  

Past FCA enforcement actions have resulted from allegations that these 
certifications were false. Given the Trump Administration’s focus on 
combatting drug cartels, the role of (and incentives for) whistleblowers in 
FCA enforcement, and the pervasive presence of drug cartels in Mexico, 
multinational companies and non-governmental organizations should 
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carefully evaluate their business operations and policies related to federal procurement, awards, grants, and other 
forms of support, including regarding interactions with cartels and potential support for FTOs and SDGTs, to guard 
against these new and emerging risks.  

THE FALSE CLAIMS ACT 

Under the FCA, an individual or company may be subject to liability for knowingly presenting, or causing to be 
presented a false or fraudulent claim for payment, or for knowingly making, using or causing to be made or used, a false 
record or statement material to a false or fraudulent claim.i In FCA suits based on alleged false certifications, the 
allegedly false certification or representation must be “material,” to the Government’s payment of the claim.ii  

The FCA allows private individuals or entities, known as relators, to file qui tam lawsuits alleging violations of the FCA 
on the Government’s behalf. If a realtor files a qui tam lawsuit, the relator can share in the Government’s monetary 
recovery and recover their attorney’s fees. The Government may elect to assume primary responsibility for the litigation, 
but if the Government declines to pursue the case, the relator can continue prosecuting the case itself (assuming the 
Government does not dismiss the case). FCA enforcement statistics suggest that the relators’ financial incentives are a 
significant driver of qui tam suits. In 2024, for example, more than $2.4 billion of the $2.9 billion in reported FCA 
settlements and judgments arose from qui tam actions filed by relators.iii  

FCA IMPLICATIONS OF FTO AND SDGT DESIGNATIONS 

The designation of drug cartels as FTOs and SDGTs expose businesses and non-governmental organizations 
operating in or sourcing products from locations, especially Mexico, where FTO- and SDGT-designated cartel groups 
are closely intertwined with the local economy, to potential liability under the FCA based on certifications they must 
make by virtue of interacting with the U.S. Federal Government. 

1. The Federal Acquisition Regulation (“FAR”) 

The FAR, which is the primary regulation governing executive agency procurement, contains mandatory certifications 
that apply to contracts with all federal agencies. The FAR contains an express restriction on certain foreign purchases, 
including “any supplies or services if any proclamation, Executive order, or statute administered by OFAC, or if OFAC’s 
implementing regulations at 31 CFR chapter V, would prohibit such a transaction by a person subject to the jurisdiction 
of the United States.”iv OFAC’s implementing regulations contain several parts under which cartels or those associated 
with cartels may now be designated: 

• Part 590 (Transnational Criminal Organizations Sanctions Regulations) prohibits “the making of any contribution 
or provision of funds, goods, or services,” to any person the Secretary of the Treasury, in consultation with the 
Attorney General and the Secretary of State, determines to have “materially assisted, sponsored, or provided 
financial, material, or technological support for, or goods or services to or in support of” any person whose 
interests are blocked.v 

• Part 594 (Global Terrorism Sanctions Regulations), implementing the SDGT designations, prohibits transactions 
involving foreign persons designated by the Secretary of State to have committed or participated in training to 
commit “acts of terrorism that threaten the security of U.S. nationals.”vi  

• Part 597 (Foreign Terrorist Organizations Sanctions Regulations) requires financial institutions to block all 
financial transactions involving the assets of any organization designated as an FTO by the Secretary of State 
and maintain control over those funds.vii  

• Part 536 (Narcotics Trafficking Sanctions Regulations) prohibits transactions involving foreign persons 
determined by the Secretary of the Treasury, in consultation with the Attorney General and the Secretary of 

http://www.ecfr.gov/cgi-bin/text-idx?SID=5eae22affe2e3675b6deaa3fb796eb7a&tpl=/ecfrbrowse/Title31/31cfr536_main_02.tpl
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State to “play a significant role in international narcotics trafficking centered in Colombia” or “materially to assist 
in, or provide financial or technological support for or goods or services in support of, the narcotics trafficking 
activities” of such designated persons.viii 

• Part 598 (Foreign Narcotics Kingpin Sanctions Regulations) prohibits virtually all transactions with designated 
“significant foreign narcotics traffickers” as well as those “materially assisting in, or providing financial or 
technological support for or to, or providing goods or services in support of, the international narcotics trafficking 
activities” of persons designated under the sanctions.ix   

• Part 599 (Illicit Drug Trade Sanctions Regulations) prohibits virtually all transactions with foreign persons 
determined by the Secretary of the Treasury, in consultation with the Secretary of State, the Attorney General, 
and the Secretary of Homeland Security, “to have engaged in, or attempted to engage in, activities or 
transactions that have materially contributed to, or pose a significant risk of materially contributing to, the 
international proliferation of illicit drugs or their means of production,” to have knowingly received any property or 
interest in property that are derived from such activities or transactions, or who pose a significant risk of 
materially contributing to or facilitating such activities or transactions.x   

Because federal contractors must certify they have not triggered a violation of any OFAC rules, any transactions 
involving persons designated under the sanctions programs listed above may give rise to liability under the FCA, 
because the contractors or subcontractors will have expressly certified compliance with OFAC sanctions. The new FTO 
and SDGT designations significantly broaden the scope of exposure for businesses operating in Mexico in particular. 
Virtually all transactions in support of activities related to any of these designated persons would constitute a violation of 
OFAC sanctions and expose the contractor to liability under an FCA suit. Moreover, given the qui tam provision, 
whistleblowers (such as disgruntled employees, subcontractors, or competitors, amongst others) will be incentivized to 
bring FCA suits for alleged violations of the FAR OFAC certification requirements.  

2. USAID and State Department Grant Awards 

Certifications related to grant awards issued by the State Department or USAID offer another potential basis for FCA 
liability.xi Prospective grantees are required to affirm, in their grant applications, that grant funding will not be used to 
materially support terrorism. For example, grants awarded by USAID contain a required certification that the grantee 
“did not, within the previous three years, knowingly engage in transactions with, or provide material support or 
resources to, any individual or entity who was, at the time, subject to sanctions administered by [OFAC] within the U.S. 
Department of Treasury pursuant to the Global Terrorism Sanctions Regulations (31 CFR Part 594), and the Foreign 
Terrorist Organizations Sanctions Regulations (31 CFR Part 597).”xii As a standard term, State Department federal 
awards mandate “the recipient shall comply with the following Executive Orders,” including EO 13224, which provides 
that the Secretary of State may designate a group or person as an SDGT.xiii Importantly, these requirements also flow 
down to subcontractors.xiv  

Using these certifications, DOJ has litigated FCA cases alleging that grant recipients provided material support for 
terrorism.xv In one case a relator alleged that a USAID grant recipient provided material support to terrorists by 
facilitating meetings with and between designated FTOs and by providing training to police officers in territory controlled 
by FTOs.xvi Similarly, if a State Department grant recipient provided support to a group designated as an SGDT under 
EO 13224, the grant recipient may be exposed to FCA liability for falsely certifying compliance.  

Given the broad scope of activities covered by the “material support” provision, and the pervasive presence of drug 
cartels and TCOs in impoverished regions of Latin America where outside assistance is often delivered, grant recipients 
should carefully evaluate their activities following the drug cartel FTO designations. In addition to financially motivated 

http://www.ecfr.gov/cgi-bin/text-idx?SID=5eae22affe2e3675b6deaa3fb796eb7a&tpl=/ecfrbrowse/Title31/31cfr598_main_02.tpl
https://www.ecfr.gov/current/title-31/subtitle-B/chapter-V/part-599?toc=1
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whistleblowers, given the political disputes regarding foreign aid, there is an additional possibility of ideologically 
motivated whistleblowers or outside groups bringing FCA qui tam matters. 

CONCLUSION 

Given the significant publicity accompanying the designation of drug cartels as FTOs, and the strong financial incentives 
for whistleblowers to file qui tams based on interactions between federal contractors and grant recipients and FTOs, 
contractors and grant recipients should take the following steps to attempt to mitigate these risks: 

• Review processes and procedures associated with internal whistleblower intake mechanisms to ensure that 
issues raised internally are dealt with in a thorough and timely manner. Some whistleblowers will not proceed to 
file FCA litigation if they perceive that the company has handled their concerns internally. 

• Conduct a risk assessment to identify potential points of contact with FTOs and SDGTs. Common risk areas are 
interactions with third parties, including vendors and other suppliers. Third-party vetting that may be sufficient to 
address FCPA or anticorruption issues may not be sufficient to mitigate risks of interactions with FTOs and 
SDGTs. Employees on the ground in areas with pervasive cartel activity are most likely to have relevant 
knowledge; any risk assessment should capture their knowledge in a systematic manner and be part of regular 
trainings and compliance verification processes. 

• An acquiring entity should include in its due diligence process a review of any risks created by the FTO and 
SDGT designations, paying close attention to any government contracts or grants. With a statute of limitations 
that may stretch to 10 years, these FCA risks can linger long after the conduct occurred, so a detailed historical 
review will be essential from now on. 

Based on the risk of FCA litigation and the potential fact discovery that would occur in litigation, contractors and grant 
recipients should consider the extent to which the review measures recommended above should be taken in the context 
of a confidential investigation conducted under the attorney-client privilege. 

https://www.supremecourt.gov/opinions/18pdf/18-315_1b8e.pdf
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xvi See U.S. Dep’t of Just., Manhattan U.S. Attorney Announces Settlement With Norwegian Not-For-Profit, Resolving Claims That It Provided Material 
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