King&
Spaiding

Client Alert

JANUARY 23, 2025

For more information, contact:

Sumon Dantiki
+1 202 626 5591
sdantiki@kslaw.com

Jarno Vanto
+1 212 556 2210
jvanto@kslaw.com

Jacqueline Van De Velde
+1 404 572 2450
jvandevelde@kslaw.com

Joseph Humphrey
+1 202 626 2904
jhumphrey@kslaw.com

King & Spalding

Washington, D.C.

1700 Pennsylvania Avenue, NW
Suite 900

Washington, D.C. 20006

T. +1 202 737 0500

New York

1185 Avenue of the Americas
34th Floor

New York, New York 10036
T.+1212 556 2100

Atlanta

1180 Peachtree Street, NE
Suite 1600

Atlanta, Georgia 30309

T. +1 404 572 4600

kslaw.com

Special Matters & Government Investigations

Biden Administration’s
Eleventh-Hour Executive Order
Imposes New Software
Requirements on Companies

On January 16, 2025, President Biden issued Executive Order 14144 on
Strengthening and Promoting Innovation in the Nation’s Cybersecurity
(the “EQ”). Building on prior initiatives such as Executive Order 14028
and the National Cybersecurity Strategy, this latest EO addresses
persistent threats posed by malicious countries and criminals who target
the United States Government, corporations, and individual Americans
with cyber-attacks.

Signed in the closing days of the Biden Administration, it falls to the
incoming Trump Administration to rescind, modify, or implement the EO.
As of January 23, 2025, the White House has made no announcements
regarding the EO despite extensive recissions — including some affecting
cybersecurity — on January 20, 2025. Companies doing business with
the U.S. Government should monitor whether the EO remains in effect
and, if it does, begin preparing attestations regarding their software’s
compliance with minimum security standards.

BACKGROUND

The EO is the culmination of the Biden Administration’s efforts to
promote cybersecurity and is reportedly the product of a monthslong
review by U.S. officials analyzing hacking operations perpetrated during
the Biden Administration.

According to Biden Administration officials, the goal of the EO is to
“make it costlier and harder for China, Russia, Iran, and ransomware
criminals to hack.”

The EO is consistent with views of senior Biden Administration officials
that the issue is not only preventing external hacks, but also ensuring
that internal products are free of defects. As articulated by the Director
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of the Cybersecurity and Infrastructure Security Agency (“CISA”) in August 2024, “We don’t have a security problem.
We have a software quality problem... We have a multi-billion-dollar cybersecurity industry because for decades,
technology vendors have been allowed to create defective, insecure, flawed software.”

THE EXECUTIVE ORDER

The EO is the Biden Administration’s final effort to improve cybersecurity and fortify the U.S. Government and
companies against cyber threats. President Biden previously issued Executive Order 14028 in 2021 which required
government contractors meet a minimum set of security standards in order to do business with the federal government.
This EO takes the 2021 requirements one step further: now requiring companies doing business with the government
to provide proof they are in compliance with minimum security standards established by EO 14028 and provide that
attestation to CISA.

KEY PROVISIONS
The EO addresses the following key issues:

Software Security Attestations. The EO identifies insecure software as a critical challenge for both providers and
users and emphasizes the need to adopt secure software acquisition practices to reduce the number and severity of
vulnerabilities. Section 2 of the EO directs the Federal Acquisition Regulatory Council to develop contract language
requiring software providers to submit machine-readable attestations and supporting artifacts demonstrating compliance
with secure software practices developed by the National Institute of Standards and Technology as directed by
Executive Order 14028. The EO also encourages the National Cyber Director to “refer attestations that fail validation to
the Attorney General for action as appropriate” suggesting companies that submit incorrect or inaccurate attestations
may subject themselves to legal liability, including potentially under the False Claims Act.

Increasing Federal Government Cloud Security. The EO acknowledges the need for the Federal Government to
adopt proven security practices from industry to improve cross-network security threat visibility and strengthen cloud
security. As a part of improving federal system cybersecurity, Section 3 of the EO directs federal agencies to implement
phishing-resistant authentication, develop endpoint detection and response, and update the Federal Risk and
Authorization Management Program guidelines.

Updating Policy and Promoting Cybersecurity Practices. The EO calls for the modernization of IT infrastructure
and networks that support agencies’ critical missions and for the subsequent alignment of policies, investments, and
priorities that include a guidance on “minimum cybersecurity practices.” Section 6 of the EO also directs the Secretary
of Commerce to create a pilot program that would create machine-readable versions of cybersecurity policy and
guidance and require vendors supplying Internet-of-Things products to the federal government to carry U.S. Cyber Trust
Mark labeling for those products.

Using Artificial Intelligence to Advance Security Goals. In recognition of the transformative potential of Artificial
Intelligence (“Al”), the EO emphasizes the need to facilitate the development of Al-driven cybersecurity solutions and
directs the creation of Al pilot programs. These programs would collaborate with private sector entities where
applicable on the use of Al to enhance cyber defense of critical infrastructure. According to the EO, Al could eventually
assist with vulnerability detection, automatic patch management, and the identification and categorization of anomalous
and malicious activity across information technology or operational technology systems.

Strengthening Encryption and Securing Federal Communications. In order to protect sensitive information during
transmission, the EO requires the encryption of Domain Name systems, email traffic, and communication platforms
such as video conferencing. It also directs federal agencies to consider future vulnerabilities and prepare for post-
quantum computing and its impact on cryptography.
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Promoting Digital Identity While Maximizing User Privacy. The EO highlights the cost of identity theft to the Federal
Government and the taxpayer. To mitigate this, Section 5 encourages the acceptance of digital identity documents to
access public benefits programs that require identity verification. The EO also promotes the minimization of data that is
exchanged during a transaction that uses digital identity documents to maximize user privacy. It also directs the
Secretary of the Treasury to create a pilot program that notifies users when their information is used to request a
payment from a public benefits program and creates opportunities to stop potentially fraudulent transactions.

THE TRUMP ADMINISTRATION AND ENFORCEMENT

Executive Order 14144 was signed just four days before the end of the Biden Administration. The Trump Administration
might leave the EO in place in whole or part, modify it, pause it for review, or withdraw it entirely.

ABOUT KING & SPALDING

Celebrating more than 140 years of service, King & Spalding is an international law firm that represents a broad array of clients, including half
of the Fortune Global 100, with 1,300 lawyers in 24 offices in the United States, Europe, the Middle East and Asia. The firm has handled
matters in over 160 countries on six continents and is consistently recognized for the results it obtains, uncompromising commitment to
quality, and dedication to understanding the business and culture of its clients.

This alert provides a general summary of recent legal developments. It is not intended to be and should not be relied upon as legal advice. In
some jurisdictions, this may be considered “Attorney Advertising.”

View our Privacy Notice.

King & Spalding Client Alert 3


https://www.kslaw.com/pages/privacy-notice

Special Matters & Government Investigations Partners

Gary Adamson

New York

+1 212 556 2113
gadamson@kslaw.com

Adam Baker

New York

+1 212 556 2376
abaker@kslaw.com

J.C. Boggs
Washington, DC
+1202 626 2383
jboggs@kslaw.com

Christopher C. Burris
Atlanta

+1 404 572 4708
cburris@kslaw.com

Craig Carpenito

New York

+1 212 556 2142
ccarpenito@kslaw.com

Steve Cave
Northern Virginia
+1703 245 1017
scave@kslaw.com

Michael J. Ciatti
Washington, DC
+1202 661 7828
meciatti@kslaw.com

Daniel R. Coats
Washington, DC
+1202 626 2642
dcoats@kslaw.com

Patrick M. Collins
Chicago

+1 312 764 6901
pceollins@kslaw.com

Ander M. Crenshaw
Washington, DC

+1 202 626 8996
acrenshaw@kslaw.com

Sumon Dantiki
Washington, DC

+1 202 626 5591
sdantiki@kslaw.com

Dan Donovan
Washington, DC

+1 202 626 7815
ddonovan@kslaw.com

Robert L. Ehrlich, Jr.
Washington, DC

+1 202 626 9710
rehrlich@kslaw.com

King & Spalding Client Alert

5

David Farber
Washington, DC
+1202 626 2941
dfarber@kslaw.com

Zachary Fardon
Chicago

+1 312 764 6960
zfardon@kslaw.com

Lucas Fields
Washington, DC
+1 202 626 2399
fields@kslaw.com

Emily Gordy
Washington, DC
+1202 626 8974
egordy@kslaw.com

Leah B. Grossi
Washington, DC
+1202 626 5511
lgrossi@kslaw.com

Ehren Halse

San Francisco
+1415 318 1216
ehalse@kslaw.com

Ted Hester
Washington, DC
+1202 626 2901
thester@kslaw.com

Max Hill, K.C.
London

+44 20 7551 2130
mhill@kslaw.com

Amy Schuller Hitchcock
Sacramento/San Francisco
+1 916 321 4819
ahitchcock@kslaw.com

John A. Horn
Atlanta

+1 404 572 2816
jhorn@kslaw.com

Andrew C. Hruska
New York

+1 212 556 2278
ahruska@kslaw.com

Rob Hur

Washington, DC
+1202 383 8969
rhur@kslaw.com

Mark A. Jensen
Washington, DC

+1 202 626 5526
mjensen@kslaw.com

Dixie L. Johnson
Washington, DC
+1202 626 8984
djohnson@kslaw.com

William Johnson
New York

+1212 556 2125
wjohnson@kslaw.com

Barry Kamar
Miami

+1 305 462 6044
bkamar@kslaw.com

Allison F. Kassir
Washington, DC
+1202 626 5600
akassir@kslaw.com

M. Alexander (Alec) Koch
Washington, DC

+1202 626 8982
akoch@kslaw.com

Yelena Kotlarsky

New York

+1 212 556 2207
ykotlarsky @kslaw.com

Steve Kupka
Washington, DC
+1202 626 5518
skupka@kslaw.com

Jade R. Lambert
Chicago

+1 312 764 6902
jlambert@kslaw.com

Jamie Allyson Lang
Los Angeles

+1213 443 4325
jlang@kslaw.com

Raphael Larson
Washington, DC
+1202 626 5440
rlarson@kslaw.com

Carmen Lawrence
New York

+1212 556 2193
clawrence@kslaw.com

Brandt Leibe
Houston

+1713 751 3235
bleibe@kslaw.com

Aaron W. Lipson
Atlanta

+1404 572 2447
alipson@kslaw.com


mailto:gadamson@kslaw.com
mailto:abaker@kslaw.com
mailto:mbaughman@kslaw.com
mailto:cburris@kslaw.com
mailto:ccarpenito@kslaw.com
mailto:scave@kslaw.com
mailto:mciatti@kslaw.com
mailto:pcollins@kslaw.com
mailto:pcollins@kslaw.com
mailto:sdantiki@kslaw.com
mailto:sdantiki@kslaw.com
mailto:zfardon@kslaw.com
mailto:zfardon@kslaw.com
mailto:zfardon@kslaw.com
mailto:zfardon@kslaw.com
mailto:ehalse@kslaw.com
mailto:ahitchcock@kslaw.com
mailto:ahitchcock@kslaw.com
mailto:ahitchcock@kslaw.com
mailto:ahruska@kslaw.com
mailto:ahruska@kslaw.com
mailto:mjensen@kslaw.com
mailto:djohnson@kslaw.com
mailto:wjohnson@kslaw.com
mailto:akoch@kslaw.com
mailto:akoch@kslaw.com
mailto:ykotlarsky@kslaw.com
mailto:jlambert@kslaw.com
mailto:jlambert@kslaw.com
mailto:jlang@kslaw.com
mailto:rlarson@kslaw.com
mailto:clawrence@kslaw.com
mailto:e@kslaw.com
mailto:bleibe@kslaw.com
mailto:alipson@kslaw.com

Daniel E. Lungren
Washington, DC

+1 202 626 9120
dlungren@kslaw.com

William S. McClintock
Washington, DC

+1 202 626 2922
wmeclintock@kslaw.com

Amelia Medina
Atlanta

+1404 572 2747
amedina@kslaw.com

Kendrick B. Meek
Washington, DC
+212 626 5613
kmeek@kslaw.com

Andrew Michaelson
New York

+212 790 5358
amichaelson@kslaw.com

Jim C. Miller III
Washington, DC
+1 202 626 5580
jmiller@kslaw.com

Patrick Montgomery
Washington, DC

+1202 626 5444
pmontgomery@kslaw.com

Paul B. Murphy
Atlanta/Washington, DC
+1404 572 4730
pbmurphy@kslaw.com

Grant W. Nichols
Austin/Washington, DC
+1 512 457 2006
gnichols@kslaw.com

Alicia O’Brien
Washington, DC

+1 202 626 5548
aobrien@kslaw.com

Patrick Otlewski
Chicago

+1 312 764 6908
potlewski@kslaw.com

Michael R. Pauzé
Washington, DC
+1202 626 3732
mpauze@kslaw.com

Michael A. Plotnick
Washington, DC
+1202 626 3736
mplotnick@kslaw.com

King & Spalding Client Alert

6

Olivia Radin

New York

+1212 556 2138
oradin@kslaw.com

John C. Richter
Washington, DC
+1202 626 5617
jrichter@kslaw.com

Rod J. Rosenstein
Washington, DC
+1202 626 9220
rrosenstein@kslaw.com

Daniel C. Sale
Washington, DC
+1 202 626 2900
dsale@kslaw.com

Heather Saul
Atlanta

+1 404 572 2704
hsaul@kslaw.com

Greg Scott
Sacramento/San Francisco
+1 916 321 4818
mscott@kslaw.com

Richard Sharpe
Singapore

+65 6303 6079
rsharpe@kslaw.com

Kyle Sheahen

New York

+1212 556 2234
ksheahen@kslaw.com

Michael Shepard

San Francisco

+1415 318 1221
mshepard @kslaw.com

Thomas Spulak
Miami

+1 305 462 6023
tspulak@kslaw.com

Aaron Stephens
London

+44 20 7551 2179
astephens@kslaw.com

Cliff Stricklin

Denver

+1720 535 2327
cstricklin@kslaw.com

Jean Tamalet

Paris

+33 17300 3987
jtamalet@kslaw.com

Courtney D. Trombly
Washington, DC
+1 202 626 2935
ctrombly@kslaw.com

Rick Vacura
Northern Virginia
+1703 245 1018
rvacura@kslaw.com

Anthony A. Williams
Washington, DC
+1202 626 3730
awilliams@kslaw.com

David K. Willingham
Los Angeles

+1 213 218 4005
dwillingham@kslaw.com

David Wulfert
Washington, DC

+1 202 626 5570
dwulfert@kslaw.com

Sally Q. Yates
Atlanta/Washington, DC
+1404 572 2723
syates@kslaw.com

Joseph Zales
New York

+1212 827 4087
jzales@kslaw.com


mailto:amedina@kslaw.com
mailto:amedina@kslaw.com
mailto:amedina@kslaw.com
mailto:amichaelson@kslaw.com
mailto:amichaelson@kslaw.com
mailto:pmontgomery@kslaw.com
mailto:pmontgomery@kslaw.com
mailto:pbmurphy@kslaw.com
mailto:gnichols@kslaw.com
mailto:aobrien@kslaw.com
mailto:potlewski@kslaw.com
mailto:ski@kslaw.com
mailto:mpauze@kslaw.com
mailto:oradin@kslaw.com
mailto:jrichter@kslaw.com
mailto:rrosenstein@kslaw.com
mailto:dsale@kslaw.com
mailto:mscott@kslaw.com
mailto:rsharpe@kslaw.com
mailto:ksheahen@kslaw.com
mailto:mshepard@kslaw.com
mailto:pard@kslaw.com
mailto:astephens@kslaw.com
mailto:astephens@kslaw.com
mailto:cstricklin@kslaw.com
mailto:jtamalet@kslaw.com
mailto:ctrombly@kslaw.com
mailto:rvacura@kslaw.com
mailto:dwillingham@kslaw.com
mailto:dwillingham@kslaw.com
mailto:dwulfert@kslaw.com
mailto:syates@kslaw.com

