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On February 28, 2024, President Biden signed Executive Order (EO) 
14117 titled “Preventing Access to Americans’ Bulk Sensitive Personal 
Data and United States Government-Related Data by Countries of 
Concern.”  On March 5, 2024, the Department of Justice’s (DOJ) National 
Security Division announced an Advanced Notice of Proposed 
Rulemaking outlining contemplated implementing regulations for the EO. 

Together, the EO and proposed rule would either prohibit or restrict 
certain transactions involving bulk sensitive personal data or U.S. 
government-related data to countries of concern (including China and 
Russia) or covered persons who might be owned, controlled, or subject to 
the jurisdiction of countries of concern.  This client alert summarizes the 
EO and the proposed requirements that would govern companies 
engaged in cross-border data transfers. 

THE EXECUTIVE ORDER  

The EO states continued efforts by countries of concern to access 
Americans’ bulk sensitive data and U.S. government data poses an 
unusual and extraordinary threat to U.S. national security and foreign 
policy.  The EO and Proposed Rule warn that countries of concern are 
accessing sensitive data through data brokerages, third-party vendors, 
employees and investments agreements, and that data can be used for 
malicious activities, including: 

• Artificial Intelligence (AI): Bulk data could be used to train AI and 
advanced technologies. 

• Personal Health Data: In large data sets, countries of concern may be 
able to re-identify or de-anonymize health data that reveals exploitable 
private health information and human genomic data of U.S. persons. 
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• Cybersecurity & Espionage: Countries of concern could exploit Americans' bulk sensitive personal data and 
government-related data to track and build profiles on U.S. persons, including those in national security roles, to 
support espionage operations and to identify and exploit vulnerabilities for malicious cyber activities. 

• Consumer Protection: The data brokerage industry risks contributing to national emergencies by routinely collecting, 
assembling, evaluating, and disseminating bulk sensitive personal data and U.S. government-related data relating 
to U.S. consumers. 

• Submarine Cables: Bulk sensitive personal data and U.S. government-related data is at risk of access when it 
passes through network infrastructure in countries of concern, particularly when it transits a submarine cable owned 
or controlled by, or subject to the jurisdiction of, a country of concern.  

To address these national security threats, the EO directs DOJ to issue regulations to prohibit or restrict certain 
transactions involving “bulk sensitive personal data” or “U.S. government-related data” and “countries of concern” or 
“covered persons.”   

The EO also directs the Departments of Defense, Health and Human Services, Veterans Affairs, and the National 
Science Foundation to consider prohibiting or restricting assistance that might enable access to bulk sensitive personal 
data, including personal health and genomic data, by countries of concern. 

THE PROPOSED RULE   

On March 5, 2024, DOJ issued an Advanced Notice of Public Rulemaking (the “Proposed Rule”) proposing regulations to 
implement the EO and requested public comments on the Proposed Rule.  As outlined below, DOJ’S Proposed Rule 
contemplates prohibiting certain highly sensitive transactions while allowing other transactions, pursuant to compliance 
with predefined security requirements.  Comments on the Proposed Rule are due by April 19, 2024. 

COUNTRIES OF CONCERN AND COVERED PERSONS 

The EO restricts data transfer to “countries of concern.”  It defines a “country of concern” as any foreign government that 
has engaged in a long-term pattern or serious instances of conduct significantly adverse to U.S. national security or 
security and safety of U.S. persons, and that poses a significant risk of exploiting bulk sensitive personal data or United 
States government-related data to the detriment of national security or the security and safety of U.S. persons.   

DOJ’s Proposed Rule suggests that it will identify six countries of concern in its final rule.  Those are:  China (including 
Hong Kong and Macau), Russia, Iran, North Korea, Cuba, and Venezuela.   

Meanwhile, the proposed definition of “covered persons” would include countries of concern or entities and individuals 
who are owned by, controlled by, or subject to the jurisdiction of such countries.  It would also extend to persons 
designated by the Attorney General as being owned or controlled by or subject to the jurisdiction or direction of a country 
of concern, or as acting (or purporting to act) on behalf of a country of concern or covered person, or knowingly causing 
or directing a violation of DOJ’s regulations. 

DATA SUBJECT TO THE PROPOSED RULE 

Bulk Sensitive Personal Data.  The EO defines covered data, but DOJ is expected to elaborate on the definitions in 
final rule.  The EO defines “sensitive personal data” as including six categories:  
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• Covered personal identifiers, meaning personally identifiable data reasonably linked to an individual, or that could 
be used with other data to identify an individual from a data set or link data across multiple data sets to an 
individual; 

• Geolocation and sensor data that identifies individual locations with a certain amount of precision;  

• Biometric identifiers, including facial images, fingerprints, and voice patterns;  

• Human ‘omic data, dealing with human genetic information;  

• Personal health data, as defined by relevant portions of the Health Insurance Portability and Accountability Act 
(HIPAA) and Social Security Act; and  

• Personal financial data, to include purchase and payment history.  

The EO also notes that sensitive personal data does not include data that is a matter of public record, trade secrets, 
personal communications that do not transfer anything of value, and information and informational materials. 

DOJ’s Proposed Rule elaborates on what it proposes to include as “covered personal identifiers.”  These include 
government identification numbers, financial account numbers, demographic or contact data, and could include device 
identifiers such as IMEI, MAC addresses, Advertising IDs, Mobile Advertising IDs, and IP addresses.  

DOJ proposes establishing establish volume-based thresholds for each category of sensitive personal data based on a 
risk assessment examining threat, vulnerabilities, and consequences as components of risk.  For the six defined 
categories of sensitive data, DOJ proposes the following thresholds: 

 

 Human 
Genomic Data 

Biometrics 
Identifiers 

Precise 
Geolocation 
Data 

Personal 
Health Data 

Personal 
Financial 
Data 

Covered Personal 
Identifiers 

Low More than 100 
U.S. persons 

More than 100 U.S. persons (for 
biometric identifiers) or U.S. devices 
(for precise geolocation data) 

More than 1,000 
U.S. persons 

More than 
10,000 U.S. 
persons 

High More than 
1,000 
U.S. persons 

More than 10,000 
U.S. persons (for biometric 
identifiers) or U.S. devices 
(for precise geolocation data) 

More than 1,000,000 
U.S. persons 

More than 
1,000,000 U.S. 
persons 

 

U.S. Government-Related Data.  The EO also notes that U.S. government-related data is subject to data transfer 
restrictions.  The Proposed Rule further clarifies that U.S. government-related data includes, without respect to volume, 
(1) geolocation data for any location from listed geofenced areas associated with military, government, or other sensitive 
facilities or locations, or (2) sensitive personal data marketed as linked or linkable to current or recent former employees, 
contractors, or former senior officials of the U.S. government, including those from the military or Intelligence Community.    

COVERED DATA TRANSACTIONS 

The EO directs DOJ to define the types of transactions involving bulk sensitive personal data or U.S. government-related 
data in which U.S. persons are either (a) prohibited or (b) restricted from engaging.  Under the Proposed Rule, DOJ 
proposes defining prohibited or restricted transactions as “covered data transactions.”  The Proposed Rule defines a 
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“covered data transaction” as any “transaction” that involves any bulk U.S. sensitive personal data or government-related 
data and involves: (1) data brokerage; (2) human genomic data or human biospecimens from which human genomic 
data can be derived; (3) a vendor agreement; (4) an employment agreement; or (5) an investment agreement.  Under the 
Proposed Rule, a “transaction” is defined as “any acquisition, holding, use, transfer, transportation, exportation of, or 
dealing in any property in which a foreign country or national thereof has an interest.”  Other proposed definitions for key 
terms, including “access,” “U.S. devices,” and “foreign person” are broad and require significant evaluation on the part of 
companies to determine whether their activities are considered covered data transactions under the Proposed Rule. 

Prohibited Transactions.  Prohibited covered data transactions are covered data transactions categorically determined 
to pose an unacceptable risk to national security because they may enable countries of concern or covered persons to 
access bulk U.S. sensitive personal data or government-related data.  Given the risk to U.S. national security, DOJ 
proposes barring U.S. persons from knowingly engaging in the following two categories of prohibited covered data 
transactions: (1) data-brokerage transactions between U.S. persons and countries of concern or covered persons; and 
(2) any transaction that provides a country of concern or covered person with access to bulk human genomic data (a 
subcategory of human ‘omic data) or human biospecimens from which that human genomic data can be derived.  

Restricted Transactions.  Restricted covered data transactions are data transactions categorically determined to pose 
an unacceptable risk to national security—unless certain security requirements are implemented—because they may 
enable countries of concern or covered persons to access bulk U.S. sensitive personal data or government-related data.  
DOJ is continuing to develop the security requirements that would govern restricted transactions.  The U.S. Department 
of Homeland Security (DHS), in coordination with DOJ, will issue and solicit public comments on the proposed security 
requirements as part of a separate process.   

DOJ’s current approach would permit covered data transactions only if the U.S. person:   

1. implements Basic Organizational Cybersecurity Posture requirements;   

2. conducts the covered data transaction in compliance with: (a) data minimization and masking; (b) use of privacy-
preserving technologies; (c) development of information-technology systems to prevent unauthorized disclosure; and 
(d) implementation of logical and physical access controls; and  

3. satisfies certain compliance-related conditions, such as retaining an independent auditor to perform annual testing and 
auditing of the requirements in (1) and (2) above, as the U.S. person relies on compliance with those conditions to 
conduct the restricted covered data transaction. 

EXEMPT TRANSACTIONS AND LICENSING  

The Proposed Rule contemplates exempting certain types of data transactions from security requirements.  Exempt data 
transactions may include transactions involving personal communications and information and information materials; 
transactions for conducting official U.S. government business; transactions ordinarily incident to and part of the provision 
of certain financial services, payment-processing, and regulatory-compliance; intra-entity transactions incident to 
business operations; and transactions required or authorized by Federal law or international agreements. 

In addition to these exemptions, DOJ is contemplating a licensing regime that would authorize covered data transactions 
that would otherwise be either prohibited or restricted.  The regime would include both general and specific licenses.  
Although the obligations for each classification of licenses are yet to be resolved, general licenses will include 
requirements to file reports or statements as instructed, while specific licenses may require ongoing reports regarding 
authorized transactions and assurances to the U.S. government that transferred data may be recovered or permanently 
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deleted.  Failure to comply with obligations may nullify authorization of the license and could result in a violation subject 
to an enforcement action. 

COMPLIANCE AND ENFORCEMENT 

With these new requirements comes new risk to companies with respect to potential non-compliance and resulting 
enforcement actions.  The Proposed Rule suggests that companies should adopt risk-based and reasonable compliance 
programs to ensure compliance with the new regulations.  DOJ notes that in the event of a violation, it will consider the 
adequacy of a company’s compliance program in any resulting enforcement action.  

Similarly, although DOJ does not contemplate imposing general due diligence, reporting, and recordkeeping 
requirements, specific requirements may apply as a condition of engaging in restricted covered data transactions or in 
order to receive a license for restricted or prohibited transactions alike.  DOJ also suggests in that “certain narrow 
circumstances” it may impose additional reporting requirements so as to identify attempts to engage in prohibited 
covered data transactions.  Those circumstances may include: 

• U.S. persons that are (a) engaged in restricted transactions involving cloud computing services or licensed 
transactions involving data brokerage or cloud-computing services and (b) are 25 percent or more owned by a 
country of concern or a covered person through any contract, arrangement, understanding, or relationship; or 

• U.S. persons who have received and affirmatively rejected an offer to engage in a prohibited transaction involving a 
data brokerage. 

The Proposed Rule also contemplates auditing requirements for U.S. persons engaging in any restricted transaction or in 
prohibited transactions subject to a license.  Requirements may include annual audits of applicable security requirements 
or license conditions, and audit results would be shared with DOJ.  The Proposed Rule also discusses recordkeeping 
requirements, noting that U.S. persons that engage in any covered data transaction subject to prohibition or restriction 
will be required to maintain complete records related to that transaction. 

DOJ is considering establishing a process for imposing civil monetary penalties similar to those imposed by the Office of 
Foreign Assets Control (OFAC) and the Committee on Foreign Investment in the United States (CFIUS).  The 
contemplated penalty mechanisms would include a pre-penalty notice, opportunity to respond, and a final decision.  
Such penalties may be imposed based upon noncompliance with the rule, material misstatements or omissions, or false 
certifications or submissions.  The amount of the penalty would hinge upon the facts surrounding the violation, including 
the company’s effort to comply with the regulations. 

KEY TAKEAWAYS AND WHAT’S NEXT   

Given the expectation of a strong DOJ enforcement mechanism, it is imperative that companies prepare now for the 
coming rules that will define the details of prohibited and restricted covered data transactions. This key takeaway was 
further reinforced in a speech given shortly after the Proposed Rule was released, in which the head of DOJ’s National 
Security Division (NSD) predicted that enforcement of the EO would have “real teeth” and would be “backed by the full 
suite of civil and criminal authorities under the International Emergency Economic Powers Act.”  To prepare for the 
requirements to be imposed by the EO and Proposed Rule, the NSD head suggested that companies: 

• Know your data, including understanding fully what categories of data you transact in and what safeguards are in 
place for that data; 

https://www.justice.gov/opa/speech/assistant-attorney-general-matthew-g-olsen-delivers-keynote-speech-american-bar
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• Know where that data is going, including whether agreements with third parties provide all relevant parties 
confidence in where the data is going; 

• Know who has access to the data, including parties like non-U.S. consultants and investors based in countries of 
concern; and 

• Know your data sales, including direct and indirect transactions that involve data. 

Additionally, the EO and the Proposed Rule reflects continued focus by the Biden Administration on disrupting evolving 
cyber threats posed by state actors.  Thus, companies must recognize that strong data privacy protocols, a strong 
cybersecurity posture, and a secure technology supply chain are all critical to protecting the underlying data that is 
collected, stored, and transferred using digital means. 
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