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The Meta Pixel, a complicated piece of data-collection technology, 
threatens to become the driver of the next wave of privacy and healthcare 
litigation. 

WHAT IS THE META PIXEL? 

The Meta Pixel is a piece of code embedded in the HTML code of a 
website. When a user visits the website, the Pixel sends Meta information 
about the user’s actions on the website.” The Pixel is customizable, 
allowing the website to track specific user characteristics by changing 
certain variables in the code. Some Pixel parameters allow Meta to link a 
user’s online actions with their offline purchases in physical stores.1 Many 
websites do not bother with customization, relying instead on Meta to set 
the appropriate parameters for the Pixel. 

Think of the Pixel as a door installed in the website, with Meta on one side 
of the door and the user on the other. Depending on how the Pixel is 
configured, through the Pixel, Meta can gather data and see how the user 
interacts with the website: if they enter their email, if they click on a link, if 
they add something to their cart. Meta and the website can use this data 
to better target ads.2 

AN ONSLAUGHT OF LITIGATION 

The Meta Pixel has opened a door to data sharing and a gust of litigation 
is blowing in. Bloomberg has noted the proliferation of  suits challenging 
this technology.3 A California district court has consolidated several cases 
“brought by individuals who allege that their sensitive health information 
and other personal identifying information was improperly intercepted by 
the Meta Pixel while they communicated with their healthcare providers.”4 
Senator Mark Warner recently sent a letter to Meta, expressing his 
concern over the Pixel’s collection of health data and seeking answers 
about how Meta uses that data.5 

In the first set of suits challenging websites’ use of the Pixel, plaintiffs 
have alleged violations of the Video Privacy Protection Act, 18 U.S.C. § 
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2710. The VPPA prohibits “video tape service providers,” from “knowingly disclos[ing]” consumers’ personal 
identifiable information (“PII”), including “information which identifies a person as having requested or obtained 
specific video materials or services from a video tape service provider.”6 After journalists published Judge Robert 
Bork’s Blockbuster Video rental history, Congress enacted the law to give consumers the power to “maintain control 
over personal information divulged and generated in exchange for receiving services from video tape service 
providers.”7 

Even though neither Meta nor the Pixel existed when Congress passed the VPPA, modern suits argue that the 
defendant-websites are “video tape service providers” under the law. In several putative class actions filed in 2022, 
plaintiffs have alleged that defendants, including video-hosting websites like HBO and BuzzFeed or even companies 
that happen to have videos on their website, installed the Pixel on their sites. 8 The Pixel allegedly captures users’ 
PII, including identifiers like email addresses, unique browser characteristics, and the user’s personal Facebook 
account.9 It allegedly also collects data on the user’s viewing practices: the name of the video the user watched and 
the times when the user started and stopped viewing the video.10 The Pixel sends this information to Meta, thereby 
allegedly violating the VPPA’s prohibition on disclosure.11 

A new wave of putative class actions allege that the Pixel collected and disclosed users’ private health information 
(“PHI”) to Meta. Many healthcare providers have allegedly added the Pixel to their patient portals. According to 
plaintiffs, the Pixel collected data on sensitive health information, including the user’s appointment schedule, health 
conditions, treatments and prescriptions, and the names of their medical providers.12 Plaintiffs state that HIPAA and 
other laws give them a reasonable expectation of privacy in this data.13 The plaintiffs claim that Meta, among other 
things, breached the contract created by its privacy policies and invaded their privacy by intercepting their PHI 
without their consent.14 

Healthcare providers also face suits over their use of the Pixel. The putative class actions cite an investigative report 
that found that 33 of the top 100 hospitals in the United States have the Meta Pixel installed on their websites.15 

POTENTIAL DEFENSES 

Defendants have many defenses to shut the door to this litigation.  Defendants should carefully consider the causes 
of action as many of them—like the VPAA—likely do not cover the conduct here.  Plaintiffs will also likely encounter 
difficulty proving any case that requires a showing of intentionality or willfulness.  Unlike Meta, which employs 
thousands of advertising account managers well-versed in the Pixel’s parameters, companies are often unfamiliar 
with the Pixel’s obscure processes. Providers that followed Meta’s instructions for installing the Pixel code were likely 
unaware that it would transmit such detailed data. Defendants may also be able to defeat class certification by 
explaining that many users take individualized steps to protect their data or consented to sharing their data. Some 
users configure their browsers differently, including by blocking data-tracking code.16 Other users decline to accept a 
website’s use of cookies. By contrast, some users opt-in to data collection by agreeing to a defendant’s terms of 
service. The broadly drawn classes—seeking certification for a class of “[a]ll natural persons in the United States 
whose User Data was collected through the Meta Pixel”—should not be able to survive in the face of user diversity.17 

WE ARE POSITIONED WELL TO HELP 

We are regularly called upon by clients to assist in litigation and investigations involving this Meta Pixel technology.   

We can also storm-proof your security practices before any cause for litigation arises by conducting privacy audits 
and can advise specifically on how this technology can be used in ways that mitigate risk. We regularly conduct 
HIPAA compliant risk assessments, develop privacy and security compliance programs, and provide counsel on 
HIPAA and state-based privacy and security laws. We have counseled hundreds of healthcare clients in constructing 
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effective and mature information security management programs that ensure our clients’ preparedness for the most 
current cyber threats.   

Legal 500 recognized King & Spalding in “cyber law” in 2020 and 2021. Our firm has routinely been ranked in Global 
Data Review GDR 100. Our team members have also been named to the Cybersecurity Docket Top 40 Incident 
Response Attorneys in 2021-2022. We are perfectly situated to help clients close the door on this growing storm of 
litigation and inquiry. 
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