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SEC Returns Spotlight to
Cybersecurity Disclosure
Enforcement
On June 15, the Securities and Exchange Commission announced a
settlement with First American Financial Corporation for what the
SEC found were inadequate disclosure controls and procedural
violations, revealed in connection with a cyber incident last spring.
Since the SEC published guidance in early 2018 regarding disclosure
principles related to cybersecurity vulnerabilities, it appears to have
taken care to be thoughtful in not second-guessing companies’ good
faith decisions about whether and when to disclose such
vulnerabilities, bringing charges only in two cases where disclosure
lagged awareness of the vulnerability by approximately two years. In
the First American matter, however, the gap between awareness and
disclosure was less than 6 months, but the SEC still found that the
company’s policies and procedures were inadequate.
The SEC’s order in First American is consistent with its published
guidance and public statements by SEC officials, all of which
emphasized the need for company employees with knowledge of
security vulnerabilities to share that information with those
responsible for making SEC disclosures.
In a related development, recently the SEC’s Enforcement Division
sent information requests to what appears to be a wide range of
companies asking about how they responded to a high-profile
software vulnerability that came to light in late 2020 involving an
information technology company. The information requests in this
new Enforcement sweep also ask recipients to provide information
about other compromises, including those that were not disclosed at
the time.
With new Chair Gary Gensler now several months into establishing
priorities at the SEC, it is possible that the First American
settlement, in combination with the new Enforcement sweep, may
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signal the SEC Enforcement Division’s increasing scrutiny on cybersecurity disclosure policies and
procedures.
SEC’S OVERSIGHT OF CYBERSECURITY

The SEC has two main independent bases for regulating cybersecurity issues.
First, the SEC seeks to ensure transparency and full disclosure in the securities marketplace. It has wielded its
regulatory and enforcement power in a manner designed to require all securities issuers — i.e., public
companies — to disclose material events relating to their cybersecurity programs and vulnerabilities. In short,
securities issuers must disclose material cybersecurity lapses, breaches, and vulnerabilities just like they must
disclose any other material corporate events. The SEC staff and the full Commission itself have issued
guidance to issuers in recent years regarding how their disclosure procedures ensure that security officials
with knowledge of vulnerabilities share such information with those responsible for making disclosures, as
well as what those officials should consider when deciding whether or not to disclose a cyber event.
Second, the SEC’s oversight of broker-dealers, investment advisers, and other regulated entities includes a
number of requirements for those companies’ controls around assets and data. 1 For example, Rule 30 of the
SEC’s Regulation S-P 2 — more commonly known as the “Safeguards Rule” — requires that those regulated
financial services firms safeguard the personal data of their customers. The SEC’s Division of Examinations
checks for compliance with these rules as part of its regular examination program, and the Division of
Enforcement has brought charges based on failure to comply with these rules.
FEBRUARY 2018 GUIDANCE ON CYBER DISCLOSURES AND CONTROLS

In February 2018, the Commission published guidance to securities issuers regarding disclosures of
cybersecurity risks and disclosure controls. 3 That announcement effectively updated similar guidance
provided in 2011 by the SEC’s Division of Corporation Finance, which focuses on the SEC’s issuer
disclosure rules. 4 The guidance emphasized the fact that a number of general securities disclosure
requirements can impose a duty upon securities issuers to disclose cybersecurity risks and incidents. The 2018
guidance listed three primary examples. First, registration statements “must disclose all material facts required
to be stated therein or necessary to make the statements therein not misleading.” 5 Second, periodic reports,
such as annual Form 10-K filings and quarterly Form 10-Q filings, require disclosure of cybersecurity risks
and incidents in particular sections. Third, current reports filed on Form 8-K are generally used to report
important news occurring between the quarterly and annual periodic reports and can be used to “report the
occurrence and consequences of cybersecurity incidents.” The guidance did not, however, create a specific
obligation to disclose all cybersecurity incidents in a current report filing.
The 2018 guidance also included a discussion of considerations for issuers weighing whether a particular
cybersecurity issue is material. The guidance aimed to help issuers work through disclosure questions they
might encounter. On the heels of several large-scale data breaches at public companies, the guidance
reminded securities issuers that the SEC considers cybersecurity incidents to be important — and potentially
material — events that could trigger a duty to disclose. 6
The 2018 guidance also pointed out that companies should have in place controls and procedures to ensure
that information about cybersecurity risks and incidents is escalated quickly enough, and to appropriate levels
within the company, to allow for timely disclosure. The purpose of this disclosure system is to “enable senior
management to make disclosure decisions and certifications and to facilitate policies and procedures designed
to prohibit directors, officers, and other corporate insiders from trading on the basis of material nonpublic
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information about cybersecurity risks and incidents.” 7 The guidance further reiterated that executives must
certify the design and effectiveness of their company’s disclosure controls and procedures. 8
CONNECTING CYBERSECURITY AND INTERNAL ACCOUNTING CONTROLS

Further sharpening its focus on cybersecurity-related controls, on October 16, 2018, the SEC issued an
investigative report advising public companies that internal accounting controls should “reasonably safeguard
company and, ultimately, investor assets from cyber-related frauds.” 9 The report was based on the SEC
Enforcement Division’s investigations of nine companies that fell victim to cyber fraud due to “business
email compromises” (BECs). In these incidents, fraudsters impersonated company executives or vendors,
convincing company personnel to send large sums of money to bank accounts controlled by the perpetrators,
costing those companies millions of dollars.
The October 2018 report underscored the need for both public companies and regulated entities to consider
cybersecurity risks when designing, maintaining, and implementing effective internal accounting controls.
Such measures should include scrutiny of employee email use and security protocols, vendor diligence and
identification, and related review of payment methods and policies.
FIRST AMERICAN DATA BREACH

Until recently, the SEC’s disclosure controls cases seemed to be limited to cases involving failures to disclose
known breaches by as long as two years from discovery, as well as a few enforcement actions against
regulated entities for violations of the Safeguards Rule.
On June 15, the SEC announced it had settled charges against real estate settlement services company First
American Financial Corporation for inadequate disclosure controls and procedural violations, following a
cyber incident that was disclosed approximately six months after the company became aware of it. 10
First American’s title insurance business provided more than 90% of the company’s revenues and included
the handling of real property data containing purchasers’ and sellers’ non-public personal information
(“NPPI”), including financial information. First American used its proprietary EaglePro information system to
send secure and non-secure information “packages.” Secure packages were password protected while nonsecure packages could be easily shared with third parties. A vulnerability in the EaglePro system that had
apparently existed since 2014 allowed access to images of secure information, including NPPI, by simply
changing the numbers sequentially in a non-secure EaglePro URL. In some cases, these images were cached
by publicly available search engines. 11
The SEC’s administrative order found that First American information security personnel first became aware
of this vulnerability in January 2019 when conducting a security test. The SEC found that, per the company’s
internal controls, the vulnerability should have been remediated within 45 days. Due to a clerical error,
however, it was assigned a remediation period of 90 days, concluding on May 9, 2019. 12
On the morning of May 24, 2019, cybersecurity journalist Brian Krebs contacted First American and
informed it of the vulnerability. 13 Later that day, Krebs published an article on his blog about the
vulnerability, which contained a quote from First American stating that it had learned of the vulnerability and
shut down external access to EaglePro. 14 First American filed a Form 8-K with the SEC on May 28, 2019 to
describe the vulnerability, but did not disclose that its personnel had been aware of the defect since January
2019.
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According to the SEC’s order, First American’s Chief Information Security Officer and Chief Information
Officer did not become aware of the vulnerability until May 24 and May 25, 2019, respectively. The
company’s CEO and CFO were not made aware that the vulnerability had been identified and was not
remediated at the time they filed the 8-K on May 28, 2019. 15 As a result, the SEC charged First American
with violations of Securities Exchange Act Rule 13a-15(a), which requires “every issuer of a security
registered pursuant to Section 12 of the Exchange Act to maintain disclosure controls and procedures
designed to ensure that information required to be disclosed by an issuer in reports it files or submits under
the Exchange Act is recorded, processed, summarized, and reported within the time periods specified in the
Commission’s rules and forms.” Without admitting or denying the SEC’s findings, First American agreed to
cease and desist from future violations, and to pay a $487,616 fine. 16 The First American action signals that
the SEC is not content to bring enforcement actions only in extreme cases where there is a lag of several years
between awareness and disclosure of a security vulnerability, but will also do so when facts involve much
shorter periods, in an effort to ensure companies install and follow adequate disclosure policies and
procedures. 17
NEW ENFORCEMENT SWEEP

In mid-June 2021, Enforcement staff sent information requests to a number of securities issuers and regulated
entities, asking for information about the recipients’ previously undisclosed compromises, especially related to
a high-profile software vulnerability discovered in late 2020. Offering amnesty for reporting failures to
disclose (subject to certain conditions), the information requests echoed similar prior sweeps conducted by the
SEC’s Enforcement Division. In 2016, the SEC announced charges against 72 firms following a sweep related
to disclosure failures by municipal securities underwriters. 18 In 2019, the SEC charged 79 investment advisers
as part of a sweep focused on undisclosed conflicts of interest in the sale of certain mutual fund shares. 19
Although the new cyber-related sweep appears to be in a preliminary stage, the close timing between the
sweep and the First American action suggests that the Enforcement Division may be intensifying its focus on
cybersecurity disclosures and disclosure controls.
CONCLUSION

New SEC Chair Gary Gensler pledged in one of his first public speeches after being confirmed that the
Commission would continue to stay abreast of evolving technology and would be ready to bring cyber-related
enforcement cases. 20 In coming years, we expect the SEC will continue focusing on cybersecurity issues by
issuing additional guidance, engaging with regulated firms during examinations, and commenting on issuers’
cybersecurity disclosures. If the First American case and the new Enforcement sweep are a harbinger of
things to come, however, the SEC’s cybersecurity agenda may also now include increasing enforcement
efforts in this area.
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