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I
n the inaugural enforcement action 
under its new cybersecurity regu-
lations, the New York Department 
of Financial Services announced 
charges against First American 

Title Insurance Company in July 2020. 
Companies governed by the regulations 
and their counsel have anxiously await-
ed this case of first impression, and the 
merits of the enforcement action have 
been extensively covered by legal com-
mentators. Thousands of security inci-
dents have been reported to DFS since 
the cybersecurity regulations were 
enacted four years ago, and DFS Super-
intendent Linda Lacewell remarked last 
year that the first enforcement action 
under the new rules “will come—be 
ready.” Address at New York City Bar 
Association (Feb. 11, 2020).

This column focuses on a less-her-
alded but equally important aspect of 
the enforcement action: how the admin-

istrative trial of the First American 
charges will be conducted. The hearing 
is scheduled for March 22, 2021 after 
several postponements. First American 
has vowed to fight the DFS charges and 
is simultaneously defending a deriva-
tive suit against the company and its 
officers and directors that tracks DFS’s 
allegations. There are a number of 
unique features of DFS’s administrative 
hearings that should be top of mind. 
These features include the identity of 
the DFS hearing officer, relaxed rules 
of evidence, a “substantial evidence” 
burden of proof that is less than the 
usual preponderance level, the nature 
of the appeals process, and a fact-find-
ing forum receptive to an expansive 
view of appropriate penalties.

�Cybersecurity Regulations and The 
First American Charges

In February 2017, DFS enacted 
new cybersecurity regulations that 
contained detailed and demanding 
requirements with increased execu-
tive and senior management partici-
pation in cybersecurity monitoring, 
comprehensive risk analyses, written 
policies and procedures, specific tech-

nical safeguards, and annual compli-
ance certifications for companies in 
the financial services industry. 23 
NYCRR 500. The regulations govern 
“Covered Entities,” which are defined 
as “any person operating under or 

required to operate under a license, 
registration, charter, certificate, permit, 
accreditation or similar authorization 
under the Banking Law, the Insurance 
Law or the Financial Services Law.” 23 
NYCRR 500.1.1.
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There are a number of unique 
features of DFS’s administrative 
hearings that should be top of 
mind. These features include 
the identity of the DFS hearing 
officer, relaxed rules of evi-
dence, a “substantial evidence” 
burden of proof that is less than 
the usual preponderance level, 
the nature of the appeals pro-
cess, and a fact-finding forum 
receptive to an expansive view 
of appropriate penalties.  
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Since the regulations were enacted, 
Covered Entities have strived to main-
tain compliance to avoid being the first 
company on the wrong side of the 
Department’s first enforcement action. 
The tension broke on July 22, 2020, 
when DFS charged the real estate title 
insurer First American with myriad 
violations of the cybersecurity regula-
tions. According to DFS, from at least 
October 2014 through May 2019, due 
to a known vulnerability, 850 million 
documents—of which at least 65 mil-
lion contained consumers’ personal 
information, including bank account 
numbers, mortgage and tax records, 
Social Security numbers, wire trans-
action receipts, and drivers’ license 
images—were available “to anyone 
with a web browser.” New York State 
Department of Financial Services, In 
the Matter of First American Title Insur-
ance Company, “Statement of Charg-
es and Notices of Hearing” (July 21, 
2020). DFS appears to have chosen 
this matter as the first enforcement 
action under the new cybersecurity 
regulations based on the amount of 
records involved, the sensitivity of the 
information in those records, the ease 
with which one could access those 
records without authorization, the 
supposed red flags, and the delay in 
responding. See “Department of Finan-
cial Services Announces Cybersecu-
rity Charges Against a Leading Title 
Insurance Provider for Exposing Mil-
lions of Documents with Consumer’s 
Personal Information,” New York State 
Department of Financial Services press 
release (July 22, 2020).

First American has vowed to “vig-
orously defend” itself against what it 
described as “unreasonable charges.” 

“New York DFS charges title insurer 
with cybersecurity violation,” Security 
(July 28, 2020). The trial will begin on 
March 22, 2021, but perhaps on a less-
than-even playing field.

DFS Administrative Hearings

A trial of the First American case 
will reveal several aspects of the DFS 
enforcement program that the typi-
cal settled consent order does not. 
A trial will result in a more complete 
record and will likely provide additional 
insight into how DFS approaches its 
cybersecurity regulation enforcement 
mandate. Covered Entities will also get 
the opportunity to see the mechanics 
of a DFS administrative hearing. There 
are several procedural nuances to the 
upcoming hearing, each of which could 
affect the outcome of the case.

First, the hearing officer is a DFS 
employee. Under 23 NYCRR Part 2.2, the 
hearing officer “shall” be the DFS Super-
intendent, any Deputy Superintendent, 
or any DFS employee deputized by the 
Superintendent. The two most relevant 
Deputy Superintendents—those lead-
ing the DFS Cybersecurity Division and 
Consumer Protection and Financial 
Enforcement Division—signed the com-
plaint against First American and the 
Superintendent herself undoubtedly 
authorized it. Peter C. Dean, another 
Deputy Superintendent and Deputy 
General Counsel of the Real Estate 
Finance Division, has been assigned 
as the presiding officer of the hearing. 
The fact that all hearing officers are 
DFS employees raises at least potential 
concerns of bias. First American could 
move for the hearing officer’s recusal 
(23 NYCRR Part 2.2), but that seems 
unlikely.

Second, the rules of evidence in a DFS 
hearing are quite relaxed, particularly 
when compared to those in New York 
state or federal court. Evidentiary and 
burden of proof issues are governed by 
NY Financial Services Law §305(e) and 
NY State Administrative Procedure Act 
§306, instead of the NY CPLR or the 
federal rules. The Financial Services 
Law states that “[n]othing herein con-
tained shall require the observance 
at any such hearing of formal rules of 
pleading or evidence.” NY Fin. Svcs. 
Law §305(e). The Administrative Pro-
cedure Act states, inter alia, that the 
requisite burden of proof is “substantial 
evidence.” Notably, this standard is a 
lower burden than the “preponderance 
of the evidence” standard that governs 
most civil cases. See Ridge Road Fire 
Dist. v. Schiano, 16 N.Y.3d. 494 (2011) 
(“This Court has defined ‘substan-
tial evidence’ as such relevant proof 
as a reasonable mind may accept as 
adequate to support a conclusion or 
ultimate fact, and is less than a prepon-
derance of the evidence, overwhelm-
ing evidence or evidence beyond a 
reasonable doubt.”) (quotations and 
citations omitted). Although DFS still 
has the burden of proving its case, the 
reduced evidentiary standards give 
DFS a clear advantage. In addition, 
evidence that would not be admissible 
in a court proceeding might be admit-
ted over First American’s evidentiary 
objections, resulting in a more favor-
able record for DFS. On the other hand, 
relaxed standards could also benefit 
First American if it seeks to present 
evidence in its defense that might not 
pass muster in court.

Third, if the DFS hearing officer issues 
a decision against First American, 
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the company’s only recourse is an 
Article 78 proceeding (NY CPLR Art. 
78), appealing the decision to the New 
York State Supreme Court within four 
months of the final ruling by DFS. There 
is no appeal process within DFS, mean-
ing a one-shot hearing exhausts the 
company’s “administrative remedies.” 
This limited right of appeal can cut 
both ways. Although an appeal would 
allow First American to take the fight 
out of DFS’s home-field, an Article 78 
proceeding presents challenges for the 
petitioner.

Article 78 proceedings are only taken 
up by the court in four instances: (1) 
to review a decision of a state body or 
officer that was based on insufficient 
evidence; (2) to review a decision of 
a state body or officer that was obvi-
ously incorrect or unreasonable, or 
based on an error of law; (3) to com-
pel a state body or officer to act; and 
(4) to prohibit a state body or officer 
from proceeding without or in excess 
of its jurisdiction. NY CPLR §7803. In 
an appeal from a DFS administrative 
hearing, the New York Supreme Court 
justices will give DFS’s determinations 
“great deference.” See Matter of Howard 
v. Wvman, 28 N.Y.2d 434, 438 (1971) 
(“[T]he construction given statutes and 
regulations by the agency responsible 
for their administration, if not irrational 
or unreasonable, should be upheld.”). 
Oral argument on the merits of the peti-
tion may not be granted. Indeed, under 
the limited scope of judicial review 
afforded to administrative determina-
tions, the reviewing court’s primary 
consideration is whether the action 
was arbitrary and capricious—a test 
that assesses whether the action was 
taken without sound basis in reason 

and without regard to the facts—or 
constituted an abuse of discretion. 
Pell v. Bd. of Educ., 34 N.Y.2d 222, 231 
(1974). Courts will not weigh the evi-
dence or substitute their judgment for 
that of an agency if a rational basis 
exists in the record for the agency’s 
determination. Id. Article 78 petitioners 
face an uphill battle to prevail under 
these standards.

Fourth, the DFS trial lawyers may find 
that a DFS hearing officer is a more 
receptive audience than a federal judge 
for an expansive interpretation of DFS’s 
penalty scheme. In its case against 

First American, DFS is alleging that 
each instance of non-public sensitive 
information that was exposed and not 
encrypted or protected constitutes a 
separate violation carrying up to $1,000 
in penalties. If DFS prevails on liability 
and its theory of penalty is adopted, 
there is the potential for a very substan-
tial fine to be levied on First American, 
given the number of exposed records 
and the array of charges.

Comparison To Other Agencies

This is certainly not the first time 
that an agency has been thought to 
possess a home-court advantage in 
administrative hearings. Following 
the Dodd-Frank Act’s passage in 2010, 
the Securities and Exchange Commis-
sion increasingly opted to litigate in 
its administrative forum with SEC 
employees as administrative law 

judges, arguably to avoid the more 
balanced federal court system, which 
offers respondents more expansive 
evidentiary and burden of proof pro-
tections, in addition to a well-known 
and less stringent appellate process. 
The SEC’s administrative proceedings 
have historically been thought to pose 
an uphill battle for respondents, with 
the SEC prevailing in approximately 
90% of the cases brought in that forum. 
Jean Eaglesham, “SEC Wins With In-
House Judges,” The Wall Street Journal 
(May 6, 2015). The review process for 
SEC administrative proceedings is not 
free from potential bias because the 
Commission that authorized the action 
also sits as the appellate review panel. 
However, in the SEC’s administrative 
review process, both the Enforcement 
Division staff and the respondent may 
appeal all or any portion of the initial 
decision, an intermediate appellate 
step not available to respondents in 
DFS’s administrative hearing process.

Litigants raised concerns to the SEC 
about the fairness of its home-court 
advantage, including the lack of formal 
discovery and lax evidentiary stan-
dards that permit the hearing judge 
to admit all relevant evidence (includ-
ing hearsay) (17 C.F.R. §201.320(a)). 
In response, the SEC adopted amend-
ments to its rules of practice to even 
the playing field, including permitting 
a limited number of depositions in its 
administrative proceedings and chang-
ing the rules surrounding the admis-
sibility of certain types of evidence. 
“SEC Adopts Amendments to Rules of 
Practice for Administrative Proceed-
ings,” Securities and Exchange Com-
mission press release (July 13, 2016). 
Perhaps the First American hearing will 

Time will tell who has the 
greater advantage in the more 
relaxed administrative forum, 
DFS or First American.
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prompt a similar move to amend DFS’s 
hearing process.

�A Public Trial May Shape  
DFS Regulations

Apart from the procedural and evi-
dentiary issues, the administrative 
hearing against First American may 
help to define the parameters of DFS’s 
stringent new cybersecurity regula-
tions and provide some insight into 
what DFS considers to be reasonable 
security measures. Past legal battles 
involving DFS have led to more clar-
ity on its regulations. A case involving 
cryptocurrencies is an example.

In 2014, DFS introduced its so-called 
“BitLicense” regulation, the first com-
prehensive virtual currency regulato-
ry framework enacted in the U.S. that 
required, among other things, that busi-
nesses transacting in virtual currencies 
be licensed to operate within New York 
State, as well as other onerous record-
keeping and AML requirements. Plain-
tiff-petitioner Theo Chino, an entrepre-
neur, initiated an Article 78 proceeding 
against DFS, seeking an order enjoining 
and permanently restraining DFS from 
enforcing the BitLicense regulation. 
Chino v. New York Dep’t of Fin. Servs., 
94 N.Y.S.3d 537 (Sup. Ct. N.Y. Cnty. 2017), 
aff’d 171 A.D. 3d 610, leave to appeal 
denied 34 N.Y.3d. 908. Chino alleged 
that the “complex and burdensome” 
regulatory scheme served to “quash” 
the growth of cryptocurrency-based 
businesses in New York, citing finan-
cial losses his own business incurred 
as a result. Chino, Index No. 101880/15 
(1st Dep’t June 28, 2019) (Aff. in Further 
Supp. of Mot. for Leave to Appeal).

The court ultimately dismissed Chi-
no’s lawsuit for a lack of standing to 

bring the Article 78 action, reasoning 
that Chino had abandoned his BitLi-
cense application and thus had not 
exhausted his administrative remedies, 
highlighting the often-insurmountable 
hurdle posed by Article 78 proceed-
ings. Perhaps because of such chal-
lenges, however, in June 2020, DFS 
published new guidance and FAQs 
related to specific currencies and the 
licensing process aimed at making it 
more efficient and less burdensome. 
Perhaps First American’s trial defense, 
premised on the reasonableness of its 
behavior, can similarly yield additional 
guidance from DFS on the application 
of its cybersecurity regulations.

Takeaways

Several aspects of the DFS admin-
istrative hearing against First Ameri-
can—and any subsequent hearings 
against other Covered Entities—could 
reinforce the perception that DFS’s 
hearings are skewed in their favor 
and that the process provides fewer 
procedural safeguards to defendants 
than New York state or federal court 
proceedings. In light of this perception 
and the standards governing review in 
a subsequent Article 78 proceeding, 
practitioners should take advantage of 
the looser evidentiary standards and 
build as comprehensive a record as 
possible during the DFS hearing. This 
may include, for example, submitting 
testimony and reports by expert and 
lay witnesses or preparing affidavits 
for submission to the court during 
the proceeding to ensure a fulsome 
administrative record in the Article 
78 proceeding.

We will be closely tracking develop-
ments in the First American action 

following the March 22, 2021 public 
hearing and any subsequent litigation 
in state court. Time will tell who has 
the greater advantage in the more 
relaxed administrative forum, DFS 
or First American. Other litigants 
against DFS will also be watching, 
as administrative hearings in other 
cases are scheduled later in 2021. 
Outside the cybersecurity context, 
DFS is scheduled for a hearing against 
Endo Pharma on June 7, 2021, in a 
case in which DFS alleges that Endo 
Pharma fraudulently misrepresented 
the safety and efficacy of its opioid 
drugs while minimizing the risk of 
addiction and other effects. See New 
York State Department of Financial 
Services, In the Matter of Endo Inter-
national, PLC., Endo Health Solutions, 
Endo Pharmaceuticals and Par Phar-
maceutical Companies (June 8, 2020).

Reprinted with permission from the March 4, 2021 edition of the NEW YORK 
LAW JOURNAL © 2021 ALM Media Properties, LLC. All rights reserved. Further 
duplication without permission is prohibited. For information, contact 877-256-2472 
or reprints@alm.com. # NYLJ-03122021-484477


