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Next Steps For Regulation Of The US Telecom Sector

By Zack Harmon, Rod Rosenstein, Dan Coats, Christine Savage, Sumon Dantiki and Alex Early

(May 7, 2020, 6:44 PM EDT) - On April 4, President Donald Trump issued an
executive order creating the Committee for the Assessment of Foreign
Participation in the U.S. Telecommunications Services Sector.

The new executive order and other recent developments reflect growing
government scrutiny that requires companies that are part of the nation's digital
infrastructure and telecommunications supply chain to review how they
incorporate cybersecurity and counterintelligence risk into their operations and
strategic planning.

The committee replaces an informal interagency working group known as Team
Telecom, which assisted the Federal Communications Commission in licensing
decisions involving foreign ownership or control for national security and law
enforcement risks. For new applications, the committee is empowered to
recommend denying licenses or imposing mitigation conditions.
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For current licenses, it is empowered to review existing mitigation agreements —
including in cases where a company is in full compliance — and recommend
modifying them or revoking the license entirely.

The establishment of this Telecom Committee highlights growing governmental
concern about the national security risks posed by foreign participation or control
across a broad range of U.S. critical infrastructure. The evolving
telecommunications sector is a particular focus: A senior U.S. Department of
Justice official pointedly warned in congressional testimony that the department is
"increasingly concerned with supply chain threats, especially to [the]
telecommunications sector."[1]
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The concern is reflected in a series of related developments. The Committee on
Foreign Investment in the United States in the past few years has both expanded
its jurisdictional scope and taken a much more aggressive approach to
enforcement, including proactively reviewing more closed transactions.[2]
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Similarly, in December 2019, the U.S. Department of Commerce issued a proposed
rule on Securing the Information and Communications Technology and Services Supply Chain,[3] or the
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ICTS proposed rule, that would empower the secretary to conduct national
security reviews of foreign communications equipment and services acquisitions
for use in the U.S. telecommunications supply chain, defined broadly to include
cloud service providers, software as a service and connected medical and video
devices in addition to traditional telecommunications service providers.

The ICTS proposed rule would allow the Commerce Department to block
transactions affecting critical infrastructure or the digital economy or condition
them on risk mitigation measures.[4]

Taken together, the new Telecom Committee and the ICTS proposed rule signify a
robust approach to a broad set of potential telecommunications supply chain
threats. When both initiatives are implemented, the U.S. government will be able
to review, modify, block or potentially unwind a broad range of
telecommunications and digital infrastructure transactions throughout the
telecommunications supply chain.

Telecom Committee: Structure and Process

Chair, Members and Advisers

The attorney general chairs and funds the new committee, with "the exclusive
authority to act, or to authorize other Committee Members to act, on behalf of the
Committee," elevating the attorney general's authority beyond his previous Team
Telecom leadership role.[5]

The committee includes the secretaries of defense and homeland security (who
composed the prior informal Team Telecom), along with any other
department/agency head or White House assistant that the president
designates.[6] The order also enumerates advisers to the committee, including the
secretaries of state, treasury and commerce, as well as the director of national
intelligence, the U.S. trade representative and the president's national security
adviser.[7]

Review Timelines

Under the new process, once an FCC application is deemed complete and referred to the committee for
review, the committee must complete an initial review of an application within 120 days, with the
option of a secondary assessment to further examine potential risks within 90 days.[8] The DOJ has
stated that even complex applications would be reviewed within about a year under this process,[9]
potentially eliminating the lengthy delays that sometimes resulted from Team Telecom review.

Formalized, Timely Intelligence Analysis
The Office of the Director of National Intelligence under the executive order must produce a written

threat analysis assessment of each license or application that the committee reviews within 30 days of a
request by the chair.[10] The ODNI already plays a similar role in the CFIUS review process.



Recommendation Process

In deciding whether to accept, deny, revoke or impose mitigation conditions on a specific license, the
executive order includes several provisions and internal deadlines to encourage consensus among
members. If such consensus cannot be found, the attorney general will present any issue directly to
Telecom Committee members for a majority vote, with the power to break ties and determine the
committee recommendation.[11]

Consensus Telecom Committee recommendations to approve an application outright or with any
mitigation measures go directly to the

Federal Communications Commission via the National Telecommunications and Information
Administration.

If consensus cannot be found, the committee may then take a vote; for committee votes which are not
unanimous, the executive order appears to require the chair to give notice the president within seven
days and then wait at least more 15 days before notifying the FCC.[12]

The executive order does not clarify what will happen after the president receives notice, but it terms a
nonunanimous recommendation as an intended recommendation, suggesting that the goal is give the
president an opportunity to overrule it.

Authority for Retrospective Review and Compliance Monitoring

The executive order explicitly contemplates that the Telecom Committee may reexamine existing
licenses for risk — even if a mitigation agreement is in place and the company is complying with it.[13]

The committee also has broad authority to monitor any mitigation measures the FCC imposes as a
condition on a license and to develop methods of monitoring compliance with mitigation measures,
including by requiring member entities to report any material noncompliance to the committee. The
DOJ, moreover, may request the ODNI to provide analyses of threats to risk mitigation, compliance
monitoring and enforcement to committee member and advisor entities.[14]

Recent Past as Prelude: Google and China Telecom

Within a few days of the executive order forming the new Telecom Committee, the DOJ publicly
announced decisions on two significant pending FCC national security reviews of Google Inc. and China
Telecom Corp Ltd. Although all these reviews occurred under the prior Team Telecom regime, the
rationales used in their dispositions highlight the concerns that will drive the new committee process.

China Telecom

In 2007, China Telecom signed a letter of assurance with the DOJ, including the FBI, and the U.S.
Department of Homeland Security pledging to make U.S. records available in response to legal requests
and not to disclose those U.S. records to foreign governments as conditions of its authority to operate in
the U.S. under Section 2014 of the Communications Act.[15]

The conditions did not include any requirement to provide detailed information about China Telecom's
supply chain. Thirteen years later, in an April 2020 decision to revoke the license, the DOJ cited among
its considerations a markedly changed understanding of the cyber threat posed by China, inaccurate



statements by China Telecom about its cybersecurity and data storage practices, and concerns about
exploitation by the Chinese government.[16]

Following the DOJ decision, the FCC issued a show cause order on April 24, giving China Telecom
Americas, China Unicom Americas, Pacific Networks Corp., and ComNet USA LLC 30 days to demonstrate
that they are not subject to the influence and control of the Chinese government.[17]

Google

Along with a Chinese partner, Google and Facebook (both acting through subsidiaries) applied for FCC
authority to operate the Pacific Light Cable Network System connecting the United States to Taiwan and
Hong Kong via undersea data cables.

In April 2020 the Department of Justice, with concurrence from the Departments of Homeland Security
and Defense, decided not to object to a six-month temporary approval for Google to operate the
portion of the PCLN connecting the United States and Taiwan, but did not approve the portion
connecting to Hong Kong.[18]

The decision is conditioned on a national security agreement that requires immediate, and likely
recurring, supply chain disclosures, as well as ongoing requirements to report attempted data breaches
and changes in foreign ownership, an annual compliance report, and possible auditing
requirements.[19]

In addition, Google committed to "pursue diversification of interconnection points in Asia," and to
establish network facilities that deliver traffic "as close as practicable" to its ultimate destination.[20]
The DOJ also pointedly warned that "there is a significant risk that the grant of a direct cable connection
between the United States and Hong Kong would seriously jeopardize the national security and law
enforcement interests of the United States."[21]

Future Impact

The creation of a standing national security review committee for telecommunications licenses is in
many ways a formalization of the preexisting ad hoc Team Telecom. But the executive order formalizing
these functions in the new Telecom Committee elevates national security equities, establishes the DOJ's
leadership authority and cements the trend toward more robust supply chain monitoring and ongoing
compliance obligations.

The initiative clearly is part of a broader effort; indeed, even when acting in its Team Telecom advisory
role to enter into a provisional national security agreement with Google, the DOJ cited the executive
order concerning the ICTS proposed rule.[22] That 2019 executive order found that "foreign adversaries
are increasingly creating and exploiting vulnerabilities in information and communications technology
and services."

Viewed alongside the ICTS proposed rule and other significant related developments, the new Telecom
Committee signals that the government will exercise broad authority to review, mitigate and reject
transactions affecting digital infrastructure. Accordingly, companies supporting digital infrastructure and
the telecommunications supply chain should proactively review their operations and strategic planning
to make sure they appropriately incorporate cybersecurity and counterintelligence risk, including
through:



e Threat awareness: Ensuring that processes for understanding a fast-moving threat landscape are
robust and defensible.

e Supply chain vetting/due diligence: Ensuring a rigorous and updated vetting and due diligence
process for key suppliers.

e IT vendor (hardware and software) due diligence: Ensuring a rigorous and updated vetting and
due diligence process for information technology hardware and software used in critical
infrastructure.

e Monitoring, documenting and analyzing attempted data breach attempts: Tracking,
understanding and mitigating attempts to gain unauthorized digital access to key systems.

e Insider threat program: Having a comprehensive and muscular insider threat program in place
with technical, HR, compliance and physical elements.

Our nation's telecommunications backbone — always significant to recent national economic life — is
set to both rapidly transform and be at the heart of growing and indispensable digital infrastructure. For
example, the development of 5G (and successor) technology, portends data rates hundreds of times
faster than current ones.[23]

Next-generation wireless networks would also facilitate much greater connectivity of a range of
connected devices, by one estimate projected to be 41.6 billion devices by 2025.[24]

This level of connectivity would accelerate the use of a variety of connected products and services with
security effects, such as cloud providers, telemedicine, smart cities blanketed by sensors, smart homes
with monitoring and security mechanisms, automated logistics operations, autonomous vehicles, drones
and delivery robots, medical devices, facial recognition and other biometric technologies, and
virtual/augmented reality.[25]

It would also likely have important effects on the development of artificial intelligence and other
transformative technological efforts.[26]

While there is agreement that current telecommunications infrastructure needs to be dramatically
upgraded to fully realize this potential, how this will be accomplished is not clear.[27] However, given
that this networked future will lead to novel dependence, counterintelligence risks and cybersecurity
challenges it will undoubtedly bring even more U.S. government scrutiny on telecommunications
providers, entities within their supply chain, and other companies that could be considered part of our
digital critical infrastructure.
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