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Tying It All Together: 
FinCEN Consolidates Several 
Years of Cryptocurrency Guidance 
 

 

 

 

For the past several years, advocates of crypto assets and other public 
uses of blockchain technology have sought guidance from U.S. regulators 
regarding the legal implications of new or novel uses of that technology. 
Regulators initially responded by addressing key topics in a piecemeal 
fashion through informal guidance, public statements, and sometimes 
targeted enforcement actions. More recently, several have published 
broader summaries of their views on how these technologies and the 
marketplaces built around them fit within the pre-existing regulatory 
framework.1 

Earlier this month, the Financial Crimes Enforcement Network (“FinCEN”) 
issued the latest and perhaps the clearest guidance yet. Released on May 
9, 2019, FinCEN’s guidance (“May 2019 Guidance”) “consolidates current 
FinCEN regulations, and related administrative rulings and guidance 
issued since 2011, and then applies these rules and interpretations to 
other common business models.”2 Only time will tell if Congress or 
individual States will enact new legislation affecting the regulation of crypto 
assets.3 In the meantime, both new entrants to the market and established 
financial institutions branching out into crypto assets would be wise to take 
note of this guidance from FinCEN and assess whether aspects of their 
business models, products, and services bring them under FinCEN’s 
jurisdiction and, in particular, subject them to Bank Secrecy Act (“BSA”) 
requirements as money service businesses (“MSBs”). 

BACK TO DEFINITIONS  

FinCEN’s May 2019 Guidance begins by going back to basics, with a 
section explaining the terms of art that connect certain crypto-related 
business models to established FinCEN jurisdiction. In short, FinCEN 
views the acceptance or transmission of crypto assets as “money 
transmission services,” provided that the crypto assets constitute “other 
value that substitutes for currency.”4 Any person or business who provides 
such money transmission services is deemed a “money transmitter,” and 
therefore a MSB.5 Based on authority derived from the BSA, FinCEN 
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requires that MSBs register and comply with various regulations, including establishing an anti-money laundering 
(“AML”) program that is reasonably designed to prevent the MSBs from being used to facilitate money laundering or the 
financing of terrorist activities. The regulations also require compliance with rules around customer identification, 
transaction monitoring, currency reporting, suspicious activity reporting, and recordkeeping.6 

Of course, to qualify as a MSB and be subject to BSA/AML requirements, the underlying transactions processed by a 
business must be in some “other value that substitutes for currency.” FinCEN generally views cryptocurrency and other 
crypto assets, which the agency calls convertible virtual currencies (“CVCs”), as meeting this definition. 

FinCEN reasons that the substance of the transferred item, not its label, is what truly matters, taking a functional 
approach to CVCs. According to the May 2019 Guidance, CVCs include any cryptocurrency whether or not it was 
originally created for a different purpose — so long as it was “repurposed” as a currency substitute.7 FinCEN states: 
“[T]he label applied to any particular type of CVC (such as ‘digital currency,’ ‘cryptocurrency,’ ‘cryptoasset,’ ‘digital asset,’ 
etc.) is not dispositive of its regulatory treatment.” The Guidance re-iterates a similar substance-over-form approach to 
the definition of a MSB subject to BSA regulation, noting that it “depends on the [individual’s or entity’s] activities and not 
its formal business status.”8  

TREATMENT OF COMMON CRYPTO-RELATED BUSINESS MODELS 

Section 4 of the May 2019 Guidance walks through a number of common products and services within the crypto 
industry, pointing out the attributes that lead FinCEN to conclude certain businesses models are MSBs, and thus subject 
to FinCEN’s jurisdiction. FinCEN also carves out others that either do not qualify as MSBs or are exempt from FinCEN’s 
oversight.9 

• Peer-to-Peer (“P2P”) Exchangers — Individuals or services engaging in buying and selling CVCs (exchanging one 
type of CVC for another CVC or other types of value) are MSBs. An exception exists for natural persons engaging in 
P2P exchange activity infrequently and “not for profit or gain.”10 

• CVC Wallets — The May 2019 Guidance lays out four criteria for determining whether a wallet provider must register 
as a MSB: (a) who owns the value; (b) where the value is stored; (c) whether the owner interacts directly with the 
payment system where the CVC runs; and, (d) whether the person acting as intermediary has total independent 
control over the value.11 For example, providers and users of “unhosted” wallets — software on a person’s device 
enabling them to conduct transactions in CVC — are not money transmitters so long as the wallets are used to 
purchase goods or services on the user’s own behalf. On the other hand, “hosted” wallets — account-based money 
transmitters that receive, store, and transmit CVCs on behalf of their accountholders — do qualify as money 
transmitters. The regulatory framework for these hosts can vary depending on the identity of the wallet owner and the 
type of transactions channeled through the hosted wallet.12 

• CVC Kiosks — An owner-operator of a CVC kiosk that accepts currency from a customer and transmits the 
equivalent value in CVC back to the customer (or vice versa) qualifies as a money transmitter. Owner-operators of 
kiosks that merely verify account balances and dispense currency without converting it, however, are not money 
transmitters.13 

• Decentralized Applications (“DApps”) — FinCEN defines DApps as “software programs that operate on a P2P 
network of computers running a blockchain platform,” noting that DApps have no identifiable administrators controlling 
them. In the case of DApps that accept and transmit value, FinCEN applies the same regulatory interpretation used 
for mechanical systems like CVC kiosks: owner-operators of DApps — and possibly the DApps themselves — meet 
the definition of MSBs when those DApps perform money transmissions.14 
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• Anonymizing Services/Software — The Guidance delineates between providers of anonymizing services and 
anonymizing software. Anonymizing services providers are money transmitters under FinCEN regulations, because 
the additional feature of concealing the source of the transaction does not change the fact that providers’ business 
consists exclusively of providing secured money transmission, thereby subjecting it to BSA obligations. On the other 
hand, FinCEN exempts anonymizing software providers from the definition of MSBs because they supply a tool 
“utilized in money transmission” and are therefore engaged in trade rather than the business of money transmission. 
By contrast, a person who uses the software in order to engage as a business in the acceptance and transmission of 
CVCs as a transmitter’s or intermediary’s financial institution would be a money transmitter.15 

• Anonymity-Enhanced CVCs — Those who create or sell CVCs that themselves enhance anonymity in some way 
may be money transmitters to the extent the creators/sellers provide those CVCs in exchange for another type of 
value. If the creator of an anonymity-enhanced CVC merely uses it to pay for goods or services on its own behalf, 
however (perhaps by establishing a decentralized CVC payment system and then only participating by mining their 
own CVC units and then using the system to make payments with those CVC units), they would not qualify as a 
money transmitter.16 

• Payment Processors — CVC payment processors are generally money transmitters. They are not eligible for 
FinCEN’s standard payment processor exemption because, among other reasons, the payment processor exemption 
only applies to systems that limit their membership to Bank Secrecy Act-regulated financial institutions. This limitation 
is one that few, if any, CVC payment processors currently meet.17 

• Internet Casinos — Even operations engaged in the business of gambling that are not otherwise covered by the 
regulatory definitions of casino, gambling casino, or card club, but that accept and transmit CVC, might qualify as 
money transmitters.18 

FinCEN’s Guidance highlighted several business models that may not qualify as MSBs (e.g., trading platforms or 
decentralized exchanges that provide a forum for parties to post bids and offers but that require the parties to settle 
though an outside venue, or miners who use the resulting CVC solely to purchase goods or services on their own 
behalf). The Guidance also identified other individuals and entities as exempt from FinCEN’s oversight because they are 
already subject to another regulator’s jurisdiction (e.g., issuers, intermediaries, investors and others involved in initial 
coin offerings (“ICOs”) that are regulated by the Commodities Futures Trading Commission or Securities and Exchange 
Commission).19 

INITIAL COIN OFFERINGS (“ICOs”) 

FinCEN’s Guidance also addresses the application of the BSA to two broad categories of ICOs, but acknowledges that 
these do not encompass every possible ICO structure.  

First, where an ICO consists of a CVC sale to a select group of buyers, FinCEN determined that the seller of the CVC is 
a money transmitter, regardless of whether the value obtained from the offering is made instantaneously or at some later 
date. FinCEN explained that this reflects the seller’s role as “the only person authorized to issue and redeem 
(permanently retire from circulation) the new units of CVC.”20 

Under the second business model involving an ICO, where the participant is raising funds by selling tokens as an equity 
stake or debt instrument to early stakeholders to finance a project or hedge a prior investment in CVC through a 
derivatives contract, the May 2019 Guidance explains that the regulatory treatment may vary depending on what 
happens to the tokens as the project develops. Generally speaking, issuers and intermediaries (or investors) that are 
banks, foreign banks, or otherwise functionally regulated by the SEC or CFTC are exempt from MSB status.21 In 
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addition, any sale of a security, including debt instruments, will be regulated by the SEC and therefore exempt from 
FinCEN jurisdiction. Once an investor holds a digital token or derivative, a re-sale “will not create any BSA obligations.”22 

EARLY TO THE PARTY 

FinCEN’s latest guidance is a helpful summary of several years of iterative guidance. With key guidance dating back to 
March 2013,23 FinCEN was one of the first agencies to describe how it would regulate cryptocurrency. The agency was 
also one of the first to bring enforcement actions against crypto-related operations. 

In May 2015, FinCEN assessed a $700,000 civil money penalty against Ripple Labs, Inc. for selling its cryptocurrency 
without registering as a MSB, failing to implement an adequate AML program, and failing to file suspicious activity 
reports (“SARs”).24 In July 2017, FinCEN assessed a $110 million penalty against the foreign-based currency exchange 
BTC-e, along with a $12 million penalty against its principal, Alexander Vinnik, in connection with allegations of willful 
failures to register as a MSB, implement an adequate AML program, and file SARs.25 As part of what FinCEN viewed as 
its evasion of compliance with BSA requirements, BTC-e allegedly tried to conceal that it was servicing customers in the 
United States. More recently, just last month, FinCEN for the first time assessed a civil monetary penalty against a peer-
to-peer virtual currency exchanger named Eric Powers for his involvement in numerous darknet transactions, including 
business on the infamous darknet marketplace Silk Road.26 FinCEN fined Powers $35,000 for failing to register as a 
MSB, failing to establish an adequate anti-money laundering program, and failing to file CTRs and SARs. 

While FinCEN has not pursued as many crypto-related enforcement actions as the SEC,27 its recent guidance gives no 
indication that FinCEN’s interest in crypto assets is waning. Its recent action against an individual currency exchanger in 
the peer-to-peer space underscores that FinCEN is continuing to monitor ways in which crypto-related business models 
are running afoul of its established rules governing MSBs. 

ROADMAP FOR ASSESSING NEW BUSINESS MODELS 

Following a flurry of targeted statements and enforcement actions over the past few years, summary guidance helps 
agencies like FinCEN to present their views of how the various pronouncements come together as a whole. While not 
breaking new ground, summaries like these provide concrete roadmaps for business professionals to apply when 
assessing whether their products and services in the virtual currency area are subject to oversight by particular 
regulators. 

The recent rally in cryptocurrency markets could soon lead entrepreneurs and established financial institutions to 
increase their focus on cryptocurrency projects.28 In that case, business professionals launching crypto operations or 
otherwise expanding into the digital asset marketplace should look to this new guidance from FinCEN as a consolidation 
of the rules and guiding principles that FinCEN will use to evaluate any new business model. 
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