KING & SPALDING

Tokyo Dispute Resolution
.and Crisis Management Newsletter

o R
Lokt o

.

= == |

e = | VoL . .08 B B O mes—fw - Wi T
February 2018 Edition No. 22

In this February edition, we are AttOl’ney-C“ent PriViIege and

delighted to present legal and industry

updates from the firm’s global network CO I'pO rate E' M al I N a.Vl ga.tl ng th e

ourexperiencsof rewcevareyor.  Mlorass of Personal Communications
Pusiness aperations and investments in Investigations

around the world. .
Introduction

We hope that you enjoy the edition, and

would welcome the opportunity to Internal investigations are an important process for identifying potential
discuss further any matters which impact wrongdoing by agents of a company, evaluating the associated litigation
your business today. and regulatory risks, and devising appropriate responses. In the course
of an investigation, the company’s internal and external counsel alike
Chris Bailey must take steps to protect the disclosure of privileged information so as
Partner, Tokyo not to forfeit the right to withhold potentially sensitive material, often
+81 (0)3 4510 5603 about the very risks and issues under investigation.

chailey@kslaw.com

While a company’s counsel will typically be seeking to protect its own
: privilege, difficult questions arise in relation to emails sent by employees
Oliver McEntee - . , .o
> Associate, Tokyo to their own personal lawyers using the. company’s IT systems. This is
+81 (0)3 4510 5620 becauge itis unclefa( whether such emails retain confidentiality. .
omcentee@kslaw.com Experienced practitioners know that the purpose of the attorney-client
e privilege is to protect the confidentiality of client communications. Thus,
as company policies that allow monitoring of emails or provide third
party access may undermine any reasonable expectation of
confidentiality, they may determine whether the privilege applies to

“Very strategic”, “tremendously
professional in every respect”,

“seamless,” and “terrific — very personal communications sent on a company server.
collaborative and politically savvy.” Employee use of Corporate Email
Chambers USA This is no academic question. When potential wrongdoing comes to

light, the interests of the individual employees implicated and the

company may diverge. If regulators or law enforcement get involved,

the relevant employees will usually hire their own counsel to represent
In This Issue: their interests in avoiding criminal or regulatory penalties. If those
employees then communicate via the company’s email system with their
lawyers in circumstances where those communications are not privileged,
there are many practical implications.

Lead Article............. Pagel

Resources & Links.... Page 4
The most obvious is that regulators and law enforcement bodies may be
able to compel disclosure of these documents — which may be
incriminating for the company itself. Conversely, the company may be
able to review and, if considered advantageous, rely on those documents
in negotiations with regulators and law enforcement bodies.
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The scope of lawyer-client privilege and the
circumstances that will amount to a waiver of it vary
greatly from jurisdiction to jurisdiction. While many
courts have rejected privilege claims for employee-
personal counsel communications sent through the
company’s email system on this basis, the law in this
area continues to develop. Accordingly, to be prepared,
counsel should familiarize themselves with the current
law in their jurisdiction. We consider the position in
New York in light of the recent decision in Peerenboom
v. Marvel Entertainment LLC.

The Supreme Court of New York’s Decision in
Perenboom

In Peerenboom, Isaac Perlmutter, Marvel’s CEO,
sought a protective order barring Marvel from
producing certain personal emails in response to a civil
trial subpoena because the emails were between him
and his personal attorney, and between him and his wife.
The party who had served the subpoena contended that
Marvel’s computer usage handbook allowed the
company to monitor emails and that monitoring
established a privilege waiver. The Supreme Court
disagreed and upheld Perlmutter’s claim of marital
privilege for communications with his spouse, but
denied his other privilege claims.

In considering Perlmutter’s appeal, the Supreme Court
applied the four-factor test from In re Asia Global
Crossing, Ltd., a 2005 landmark privilege decision in
this area. While the key holding of Asia Global was that
the attorney-client privilege is not necessarily waived
when an employee corresponds with personal counsel
over a company’s email system, the most important
aspect of Asia Global was its four-factor analysis.

That analysis applied four factors to determine if content
is privileged: 1) whether corporate policy bans personal
or other objectionable use; 2) whether the company
monitors employee computer or email usage; 3) whether
third parties have a right of access to the computers or
emails; and 4) whether the employee received notice of,
or was aware of, the use and monitoring polices.

In Peerenboom, Perlmutter’s senior status worked against
him on appeal. In affirming waiver of the attorney-client
privilege, the court ruled that as Marvel’s CEO,
Perlmutter was, at a minimum, constructively on notice
of the company’s email policy. While the policy allowed
receipt of personal emails, it also permitted the company
to assert ownership over all emails on its system by
reserving the right to audit the networks and systems, and
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by reserving the right to access, review, and disclose to
third parties any emails on the system.

Key Takeaways

What does this mean for counsel navigating potential
privilege claims in connection with internal
investigations? While the Peerenboom decision
demonstrates that the four factor Asia Global test is still
applied by courts, it also shows that courts may reach
different conclusions in how they apply those factors.
Those conclusions may depend, for example, upon the
relationship of the email communications between the
employee and personal counsel, and company matters. It
is also possible that a court may be more inclined to find
an expectation of confidentiality for communications
wholly unrelated to company business, especially if sent
under circumstances where it was unclear whether
company policy allowed the monitoring or retrieval of
such correspondence. Peerenboom also shows that when
it comes to the employees’ knowledge of use and
monitoring policies, courts may be more inclined to
impose constructive notice upon senior management,
even when lack of actual notice can be shown.

Further, more than ten years after Asia Global, most
large entities and public companies have updated their
policies to account for the need to have access to emails
on the company’s systems, including rights to review and
audit almost all emails. But attorneys conducting internal
investigations should be cognizant of the variety of
privilege and confidentiality claims that may exist in the
context of certain subject-matter specific investigations,
which could implicate transmittal or discovery of
protected materials. Finally, attorneys conducting internal
investigations should also be aware of ethical
requirements that may apply when the company’s files
contain employee emails that may be subject to a claim
of privilege.

Because of Asia Global’s focus on a reasonable
expectation of confidentiality when using the company’s
email system, the analysis may increase in complexity
when the employee’s emails with personal counsel are
not sent via company email on a company server, a
scenario that is increasingly common when employees
use multiple devices and personal email accounts to send
work-related emails. A number of courts have confronted
various scenarios that offer basic guidance. For example,
in Cotton v. Costco Wholesale Corp., the plaintiff sued
his employer for racial discrimination and sought text
messages from his manager’s personal cell phone. The
court rejected the plaintiff’s request, ruling that Costco
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had no right to the content, as the company did not have
“possession, custody, or control,” of employees’ personal
cell phones. The court’s reasoning, however, hinged on
the fact that Costco did not issue the phones and
employees did not use them for business, which raises the
guestion of whether the result would have differed if the
plaintiff’s manager had sent work-related text messages.

Other lines of caselaw surround liability under the Stored
Communications Act (“SCA”), which regulates
unauthorized access to email, and the Computer Fraud
and Abuse Act, which does the same for unauthorized
access to computers. Although these precedents are not
often on point for privilege considerations, they can be
relevant nonetheless if a company were to attempt to
access personal devices without employees’ permission.
And even if an entity theoretically has access to content —
like access to email through a stored password on an
employee’s computer or device — at least one case has
ruled that this does not necessarily grant permission to
access the personal data, and can give rise to penalties
under the SCA.

Practical, logistical impediments are also implicit in the
access analysis. From an e-discovery perspective, many
third-party email providers have sophisticated encryption
that makes it difficult or impossible to gain access to an
individual’s email without their authorization. For
example, if a corporate employee downloaded the
messaging program WhatsApp—known for its
sophisticated encryption—to a work device and sent
inappropriate, privileged, or potentially criminal
communications, the company and its attorneys (and
ultimately, the government) may never gain access to the
content.

About the Author

Alec Koch (Washington D.C.) is a member of King &
Spalding’s Special Matters and Investigations practice.

Alec specializes in defending public companies,
regulated entities, and individuals in government
investigations, with a particular focus on securities
enforcement. A partner in our Special Matters and
Investigations practice and a former Assistant Director
in the Securities and Exchange Commission's Division
of Enforcement, Alec represents clients before the SEC,
the Department of Justice, and other regulatory
authorities. Alec also regularly conducts internal
investigations and advises clients on regulatory
compliance and corporate governance issues.

King & Spalding’s Government Investigations practice
is comprised of over 100 lawyers in 14 offices globally,
making it one of the largest and most respected such
practices in the world. In 2017, Law360 named it
"White Collar Practice Group of the Year". The team
also has been ranked by Global Investigations Review
(GIR) as one of the top investigations practices in the
world every year that GIR has conducted this survey.

The Government Investigations team of over 40 former
federal prosecutors is dedicated to a variety of
government and internal investigations, including
landmark international anti-corruption matters. We
assist clients in a wide variety of industries with every
aspect of FCPA counseling and representation, and
have led multinational investigations involving
approximately 80 countries. The group has handled
investigations before 73 of the 93 U.S. Attorneys'
Offices in the United States and every litigating
division of the Justice Department. It also has appeared
before the Securities and Exchange Commission and all
12 of its Regional Offices, as well as all its specialized
enforcement units.

Our Government Investigations lawyers also have
extensive experience advising companies on
compliance issues, and the team includes former in-
house legal counsel and compliance professionals from
Global Fortune 100 corporations.
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Resources & Lmks-

The following links provide access to further King & Spalding Dispute Resolution and Crisis Management

publications.

Role of the Board & GC: Lead Director Network -
Crisis Preparedness and Response

SEC Enforcement: Don’t Blow It: Avoiding Pitfalls
under the SEC’s Whistleblower Regime

Auditor Disclosures: Significant Changes to Auditor’s
Reports: New Disclosure Implications

SEC Shutdown: Report on Impact on Capital Markets
Transactions and Public Companies

Anti-Trust: A Call for Greater Consistency in the
Failing Firm Defense

Insider Trading: Loose Lips Sink Ships: Inadvertent
Tipping Risks Under the New Administration

Tax Black List: EU “Black Lists” Bahrain and UAE as
Non-Cooperative Jurisdiction for Tax Purposes

Human Rights: What Do In-House Counsel Need to
Know About Business Human Rights Benchmarking

Brexit Update: Negotiations Move To The Next Phase
After Joint Report

Sanctions Update: Russia and the US CAATSA

Recognition: GIR Names King & Spalding to List of
Top 30 Global Investigations Firms for Third Year

Commentary: Jason Jones comments on recent DOJ
FCPA convictions and on the new DOJ policy changes
in foreign bribery investigations and prosecutions

Lateral Hire: Former SEC Enforcement Chief and
Deutsche Bank General Counsel Richard H. Walker
Joins King & Spalding in New York

Lateral Hire: King & Spalding Recruits FRC
Executive Director Gareth Rees QC as a Partner in
London

African Mandate: The Nigerian government hires
K&S to improve the country's trade policy legislation

Commentary: Zack Harmon and Alec Koch quoted on
how international cooperation and individual
prosecutions are reshaping anti-corruption enforcement

Case News: Law360 profiles two major MDL cases on
which K&S is advising: the Equifax data breach and
Takata air bag matters

FBI Appointment: Christopher Wray Sworn in As
New FBI Director


https://www.kslaw.com/attachments/000/005/511/original/LDN_ViewPoints_Issue_29.pdf?1512159131
https://www.kslaw.com/attachments/000/005/511/original/LDN_ViewPoints_Issue_29.pdf?1512159131
https://www.kslaw.com/news-and-insights/loose-lips-still-sink-ships-inadvertent-tipping-risks-under-the-new-administration-2
https://www.kslaw.com/news-and-insights/loose-lips-still-sink-ships-inadvertent-tipping-risks-under-the-new-administration-2
https://www.kslaw.com/news-and-insights/dont-blow-it-avoiding-pitfalls-under-the-secs-whistleblower-regime
https://www.kslaw.com/news-and-insights/dont-blow-it-avoiding-pitfalls-under-the-secs-whistleblower-regime
https://www.kslaw.com/attachments/000/005/537/original/ca121117.pdf?1513004246
https://www.kslaw.com/attachments/000/005/537/original/ca121117.pdf?1513004246
https://www.kslaw.com/attachments/000/005/476/original/ca111417.pdf?1510690001
https://www.kslaw.com/attachments/000/005/476/original/ca111417.pdf?1510690001
https://www.kslaw.com/attachments/000/005/596/original/ca012518.pdf?1516889768
https://www.kslaw.com/attachments/000/005/596/original/ca012518.pdf?1516889768
https://www.kslaw.com/attachments/000/005/580/original/ca012218.pdf?1516652994
https://www.kslaw.com/attachments/000/005/580/original/ca012218.pdf?1516652994
https://www.jdsupra.com/legalnews/brexit-update-negotiations-move-to-the-84146/
https://www.jdsupra.com/legalnews/brexit-update-negotiations-move-to-the-84146/
https://www.kslaw.com/news-and-insights/a-call-for-greater-consistency-in-the-failing-firm-defense
https://www.kslaw.com/news-and-insights/a-call-for-greater-consistency-in-the-failing-firm-defense
https://kslawemail.com/80/3146/pages/newsofnote2.asp
https://www.kslaw.com/news-and-insights/gir-names-king-spalding-to-list-of-top-30-global-investigations-firms-for-third-year
https://www.kslaw.com/news-and-insights/gir-names-king-spalding-to-list-of-top-30-global-investigations-firms-for-third-year
https://www.kslaw.com/news-and-insights/the-nigerian-government-signs-agreement-with-ks-to-help-improve-the-countrys-legislation-against-dumping-as-a-key-element-of-modern-trade-policy
https://www.kslaw.com/news-and-insights/the-nigerian-government-signs-agreement-with-ks-to-help-improve-the-countrys-legislation-against-dumping-as-a-key-element-of-modern-trade-policy
https://www.kslaw.com/news-and-insights/jason-jones-comments-on-the-dojs-recent-use-of-the-willful-blindness-standard-in-securing-of-an-fcpa-conviction-and-on-the-new-doj-policy-changes-in-foreign-bribery-investigations-and-prosecutions
https://www.kslaw.com/news-and-insights/jason-jones-comments-on-the-dojs-recent-use-of-the-willful-blindness-standard-in-securing-of-an-fcpa-conviction-and-on-the-new-doj-policy-changes-in-foreign-bribery-investigations-and-prosecutions
https://www.kslaw.com/news-and-insights/jason-jones-comments-on-the-dojs-recent-use-of-the-willful-blindness-standard-in-securing-of-an-fcpa-conviction-and-on-the-new-doj-policy-changes-in-foreign-bribery-investigations-and-prosecutions
https://www.kslaw.com/news-and-insights/zack-harmon-and-alec-koch-quoted-on-how-international-cooperation-and-individual-prosecutions-are-reshaping-anti-corruption-enforcement
https://www.kslaw.com/news-and-insights/zack-harmon-and-alec-koch-quoted-on-how-international-cooperation-and-individual-prosecutions-are-reshaping-anti-corruption-enforcement
https://www.kslaw.com/news-and-insights/zack-harmon-and-alec-koch-quoted-on-how-international-cooperation-and-individual-prosecutions-are-reshaping-anti-corruption-enforcement
https://www.kslaw.com/news-and-insights/former-sec-enforcement-chief-and-deutsche-bank-general-counsel-richard-h-walker-joins-king-spalding-in-new-york
https://www.kslaw.com/news-and-insights/former-sec-enforcement-chief-and-deutsche-bank-general-counsel-richard-h-walker-joins-king-spalding-in-new-york
https://www.kslaw.com/news-and-insights/former-sec-enforcement-chief-and-deutsche-bank-general-counsel-richard-h-walker-joins-king-spalding-in-new-york
https://www.kslaw.com/news-and-insights/law360-profiles-two-major-mdl-cases-on-which-ks-is-advising-the-equifax-data-breach-and-takata-air-bag-matters
https://www.kslaw.com/news-and-insights/law360-profiles-two-major-mdl-cases-on-which-ks-is-advising-the-equifax-data-breach-and-takata-air-bag-matters
https://www.kslaw.com/news-and-insights/law360-profiles-two-major-mdl-cases-on-which-ks-is-advising-the-equifax-data-breach-and-takata-air-bag-matters
https://www.kslaw.com/news-and-insights/king-spalding-recruits-frc-executive-director-gareth-rees-qc-as-a-partner-in-london
https://www.kslaw.com/news-and-insights/king-spalding-recruits-frc-executive-director-gareth-rees-qc-as-a-partner-in-london
https://www.kslaw.com/news-and-insights/king-spalding-recruits-frc-executive-director-gareth-rees-qc-as-a-partner-in-london
https://www.kslaw.com/news-and-insights/christopher-wray-sworn-in-as-new-fbi-director
https://www.kslaw.com/news-and-insights/christopher-wray-sworn-in-as-new-fbi-director
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