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���������	
���
�
�����
�����������������������������������������������������
���������
�������

�������������������������
������������������������ �!��������������
������������
��
����
����
��
�����������������������	��
"�
�������������
��������
��
��
������������#
�����$�������
������%������
�#
��
������������������
��������

������&����������
����
���
�	
���
�
�����
���� �!���������
�������# $ �'����

�
���������������������������
������
����
�����
������(��������������
�
�"��)���������*�����
�!������+�
�����,-)*!+-.������
���
����
������
���������
�����������/�
��������
��
���������
��������
��������0��# $ ������
������
������
����������������	��
����
�������
��������1+2)! �3��������������������
������
����������
��������������������������������#
�����$������������

����������������������������
������
����
���
�
�
&# $ ������
���
�����
�������������
��������������
���������������������4�,�.�
����
�
����
�����
��������������
��
�5��
����
�������������������������
���
����
������
�������
������
���������������
��������������	��
"�������������
����������
��������������,�.�������������6�������
����������
���������
�����
������
�������������
����������
���������������
��
��������������
�	��
��,7.������������������������
��������
�����������
�����������
����������
�����������������	��
���
��,8.����
������
�������	��
"��
�������������
�����
�����������9����
���	��
��
�)���+�
��
��,9	)+.��9������
�	
���������+�
��
��,9	+).�
������9����
���	��
��
�(�
����+�
��
��,9	(+. ��(���#
�����$����������������

��������������
��
������������������������	��
"��������������������
�����
��0���
���
����
������
���
�����6��
����������	��
��
�����������������
������
����
���������
����������	��
��
��������� ��:;<=>?@?A=�B<C��(��
�����
��������������������������������������������������!������
�����,DEFE��)���0����G�����7.��������������
��������������������'�
������������	!%!���0
������������������
�����������
�������
���������
�	��
���
��
���
��������������������,�
��
����-����H�������+�
������
-��
�����1+2)!.�������������������������� �!����(��
�����
����������#
�����$�����������6�������������������������������������������
�������
�
����������
����
�����
���
�
&# $ ������
��������������������������������	
���
�
�����
���� ��:I;J?=<@?A=�B<C��(��
�
����
����������������������������������
�������������!������
�����,DEFE��)���0����G�����K.������������
��������������
�����#9$+�L��������
���7������
���	��
���������
�
��� �(��������������������������������������0�������
���
��������1+2)!������0��
�
���0���������������
���������
����
�������
���0��
����
������ ��MI;?N?O<@?A=�<=P�Q=<R�S<OT�Q<=O@?A=>�(���1+2)!�����0���������1��
��+�

�����
������������
����������������
���������0�����
�����1+2)!�������� 	
��������
���������������������
�����������������
�������������������1��
��+�

�����
"��������������������
��0��������������
������������������
�
����
��������1+2)!�������
����������#9$+������������������
�����������
�����
��
�
&������
�
�� �	
��������
�����������#9$+����
��������������
�����
��
�
&������
�
���0��	��
��������������������0������������
��������
����
������
���	��
��
�����������������#9$+����������
� �(����������������
�������-$
���H���-���
����
��������
��������������������������������������
����������
��������������������������
�����
�
����
����
���������
���������0��
����������0�������������
��
�����
����������������
�	��
 �UA�VIW?IN�NA;�XYQY�ZAJR<=?I>��	������1+2)!�
��������������
��������
�������������������������0����0����������
������������
����
�������������
���������
��

��������
������
�# $ ���
��
��� �# $ ���
����
������
���	��
������
�����
��������������
��
��������������������# $ �'����

�
��
����
����

��
�
���
��������1+2)!������������
������
����
��������0������# $ ������
������
����(��
�
����
���� �!��������������
�����������������)*!+��
�������������
��# $ �'����

�
�����
�����������
���
�
���������������
����������
����
���
��������1+2)!�����������������# $ ���
��
���������
���0���0�������
��������	��
��
��
�����
�������
����
�����
 



���������	
���
������������	����	��	���	���	  !�	"��#��$%&�'�(�"�)	*��+	,�-.�/�	0 	 1�..	2�/�3	�����������	����	��	���	���	�45�	6�$'$7%&�'�(�"�)	*��+	,�-.�/�	0	8��9	:��;��	�����������	����	��	���	���	  �5	)(��<$�%&�'�(�"�)*��+	,�-.�/�	0 	 1���	�-���	�����������	����	��	���	���	=>!�	6"��$�%&�'�(�"�)	*��+	,�-.�/�	0	
����-�	?����	�����������	����	��	���	���	 ��=	�@�A��%&�'�(�"�)	*��+	,�-.�/�	0 	
B�$	"���$��	�C	����	7D@'�"�����	��<	��E	����"�)$���	�A$	���	���$�<$<	��	@$	��<	���D'<	���	@$	A$'�$<	D7��	��	'$��'	�<#�"$�



����������	
��
������
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P i p e l i n e S a f e t y

S e c u r i t y

The Support Antiterrorism by Fostering Effective Technologies Act of 2002, a section of

the Homeland Security Act of 2002 (Pub. L. 107-296), is a little-known means to address li-

ability issues that might arise when pipelines are attacked by terrorists. The act provides

incentives for developing and deploying antiterrorism technologies by providing liability

protections for claims arising out of, relating to, or resulting from an act of terrorism. John

A. Drennan and Alexander Haas of King & Spalding LLP discuss the terrorism threat to the

nation’s pipelines, the role of the federal government in protecting pipeline infrastructure,

the protection offered by the SAFETY Act and applying those protections to pipeline secu-

rity programs.

Pipelines and Terrorism: Parlaying Your Company’s Pipeline Security Program Into
Legal Liability Protections

BY JOHN A. DRENNAN AND ALEXANDER K. HAAS

Introduction

D omestic terrorism poses unique legal challenges
for pipeline owners and operators. Half a million
miles of pipeline crisscross the country, transport-

ing volatile, flammable, and toxic materials. While part
of the country’s critical infrastructure, they are also
well-recognized and tempting ‘‘soft targets’’ that have
been attacked in the past. The yearly number of such at-
tacks worldwide is on the rise, according to government
reports.

At the same time, pipeline companies face a legal
landscape that is far from forgiving. Details vary de-
pending on a variety of factors (such as the impact of
the attack and a company’s role in the supply chain),
but organizations that are attacked can expect a variety
of adverse legal consequences. Negligence actions may
be brought under state law for failure to provide ad-
equate security; shareholder derivative lawsuits are
common. Moreover, regulatory investigations and en-
forcement actions and increased governmental scrutiny

from public utility commissions or other state or federal
regulatory bodies may occur. Harms to plaintiffs,
whether individuals or classes, may involve physical in-
juries, wrongful death, and environmental damages. On
the company side, loss of revenue and incident-
response costs (including perhaps data-ransom pay-
ments) can result in material setbacks, and the reputa-
tional damage alone may be devastating. In short, do-
mestic terrorism leaves the companies that are legally
responsible for pipelines in an especially vulnerable
position—highly exposed to attack and, if attacked,
highly exposed to adverse legal consequences.

One little-known means by which to address this
quandary was provided by Congress in 2002 as part of
the Homeland Security Act of 2002 (Pub. L. No. 107-
296, §§ 861-65). The act, passed in the wake of the Sept.
11, 2001, attacks, included the Support Antiterrorism by
Fostering Effective Technologies Act of 2002, or
SAFETY Act. The SAFETY Act provides incentives for
developing and deploying antiterrorism technologies by
providing liability protections for claims arising out of,
relating to, or resulting from an act of terrorism. Impor-
tantly, these protections extend beyond technological
devices to services, including security programs.
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Among the protections are a clear and indisputable ba-
sis for removal from state court; a sharp limit on liabil-
ity for compensatory damages (up to and including full
immunity); a complete bar on punitive damages; sharp
limits on noneconomic damages; and an offset to dam-
ages for collateral benefits to the plaintiff. No other tool
offers pipeline owners and operators the direct and con-
crete advantages of the SAFETY Act.

Gauging the Threat of Terrorism to Pipelines
Security has been a long-standing concern for the

pipeline industry. The Congressional Research Service,
for example, observed in 2013 that ‘‘[o]il and gas pipe-
lines, globally, have been a favored target of terrorists,
militant groups, and organized crime.’’1 It is easy to see
why. In 2007, federal authorities arrested members of a
terrorist group planning to blow up jet fuel pipelines
and storage tanks at the John F. Kennedy International
Airport in New York. That same year, a U.S. citizen was
convicted of attempting to conspire with Al Qaeda to at-
tack the Trans-Alaska Pipeline System and a second
major natural gas pipeline in the eastern United States.
In 2011, federal authorities arrested a U.S. citizen for
planting an explosive device (which failed to detonate)
under a natural gas pipeline in Oklahoma. And, in June
2012, a man was critically injured attempting to plant
an improvised explosive device along a natural gas
pipeline in Plano, Texas.

Physical attacks are not the only problem. Cyber-
threats have escalated dramatically with the availability
of new technologies, and cyberattackers appear intent
on doing everything from conducting industrial espio-
nage to exploiting and interrupting company opera-
tions. It has been reported that in 2008, the Baku-
Tbilisi-Ceyhan pipeline in Turkey was sabotaged by at-
tackers who injected malicious software into the control
network, causing an explosion that sent flames high
into the air.2 In connection with the domestic energy in-
dustry, the U.S. Department of Homeland Security
(DHS) has observed that between October 2012 and
May 2013, oil and gas companies reported 111 cyber
incidents—nearly 30 attacks more than were reported
for all of fiscal year 2012.

The problem is not going away anytime soon. A re-
cent report by the Aspen Institute and Intel Security in-
dicates that the U.S. government anticipates cyber-
threats to expand in every dimension (frequency, scale,
sophistication, and impact), and that a survey they con-
ducted of 625 IT executives in the U.S., U.K., France
and Germany found that 48 percent said they think it is
likely there will be a cyberattack on critical infrastruc-
ture in the next three years that will result in loss of
life.3

Pipelines are an attractive target for several reasons.
The U.S. economy depends on pipeline transportation,
and pipelines transport dangerous, toxic materials that
have the potential to cause public injury and environ-
mental damage. Virtually every inch of the thousands
upon thousands of miles of pipelines in the United

States constitutes a potential point of attack. Moreover,
pipeline operations typically utilize industrial supervi-
sory control and data acquisition, or SCADA, systems.
SCADA systems are highly distributed, because they
control geographically dispersed assets, where central-
ization is critical to the system’s operation. These
systems—while invaluable because they enable pipeline
operators to monitor and control critical variables such
as pressure and flow rates through remote management
of valves, pumps and compressor stations4—are fre-
quently vulnerable to cyberintrusions.

5

The Federal Government Role in, and Limited
Resources for, Addressing the Threat

To respond to national security risks posed by pipe-
lines, Congress tasked the Transportation Security Ad-
ministration (TSA), an agency within DHS, with pro-
tecting them.6 TSA has the legal authority to promul-
gate mandatory regulations for pipeline security, but it
has chosen not to do so and instead relies on the volun-
tary adoption of best practices that it developed with in-
dustry input. Specifically, TSA has issued Pipeline Se-
curity Guidelines to provide recommendations for
pipeline-industry security practices.7 The guidelines
generally call for pipeline companies to develop corpo-
rate security plans, conduct security assessments, and
implement enhanced security measures at critical facili-
ties.

TSA’s resources are limited. TSA conducts security
inspections, but focuses these inspections on the 100
largest pipeline and distribution system operators to
make the best use of the resources available. Congress
has long questioned whether those resources are suffi-
cient. It has been reported that one senator remarked in
2005 that ‘‘aviation security has received 90% of TSA’s
funds and virtually all of its attention. There is simply
not enough being done to address . . . pipeline secu-
rity.’’8

Similarly, it has been reported that, at a congressio-
nal field hearing in April 2010, another member ex-
pressed concern that TSA’s pipeline division did not
have sufficient staff to carry out a federal pipeline secu-
rity program on a national scale.9

The SAFETY Act
Congress’s purpose in enacting the SAFETY Act was

to ensure that the threat of liability does not deter com-

1 http://fas.org/sgp/crs/homesec/R42660.pdf
2 http://www.bloomberg.com/news/2014-12-10/the-map-

that-shows-why-a-pipeline-explosion-in-turkey-matters-to-the-
u-s-.html

3 http://blogs.wsj.com/riskandcompliance/2015/07/24/
survey-roundup-deadly-cyberattack-worries/.

4 http://green.blogs.nytimes.com/2013/01/10/cyberstalkers-
threaten-pipeline-security/?_r=1

5 http://www.pgjonline.com/cyber-security-and-pipeline-
control-system; see also 2009 National Infrastructure Protec-
tion Plan at 11, 114 (recognizing that SCADA systems are im-
portant elements of the nation’s cyber infrastructure).

6 There are a host of other federal agencies that have some
level of say over matters relating to pipeline security issues.
These include the Department of Energy (DOE), Federal Bu-
reau of Investigation (FBI), Federal Emergency Management
Agency (FEMA), National Transportation Safety Board
(NTSB), Environmental Protection Agency (EPA), Federal En-
ergy Regulatory Commission (FERC), and Occupational Safety
and Health Administration (OSHA).

7 https://www.tsa.gov/sites/default/files/assets/pdf/
Intermodal/tsa_pipeline_sec_guideline_april2011.pdf.

8 http://fas.org/sgp/crs/homesec/R42660.pdf (citation omit-
ted).

9 http://fas.org/sgp/crs/homesec/R42660.pdf (citation omit-
ted).
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panies from developing, deploying, and commercializ-
ing antiterrorism technologies that could save lives. The
SAFETY Act defines an antiterrorism technology
broadly as ‘‘any technology designed, developed, modi-
fied, procured, or sold for the purpose of preventing,
detecting, identifying, or deterring acts of terrorism or
limiting the harm such acts might otherwise cause.’’
This includes ‘‘any product, equipment, service (includ-
ing support services), device, or technology (including
information technology) or any combination of the fore-
going.’’ Technology includes ‘‘[d]esign services, con-
sulting services, engineering services, software devel-
opment services, software integration services, threat
assessments, vulnerability studies, and other analyses
relevant to homeland security.’’ These definitions are
broad enough to encompass security programs for
physical sites, and in fact SAFETY Act protection has
been extended to many of them, including for example
the security program protecting Yankee Stadium.

If DHS certifies a technology or security program, the
SAFETY Act creates liability limitations for ‘‘claims
arising out of, relating to, or resulting from an act of ter-
rorism’’ where Qualified Anti-Terrorism Technologies,
or QATTs, have been deployed.10 Specifically, these
provisions provide the following protections if the tech-
nology is fully certified:

s exclusive jurisdiction in federal court for lawsuits
against the sellers of Qualified Anti-Terrorism Tech-
nologies, which extends to the buyers, the buyers’ con-
tractors, and downstream users;11

s a limitation on the liability of sellers of Qualified
Anti-Terrorism Technologies to an amount of liability
insurance coverage specified for each Qualified Anti-
Terrorism Technology, providing that sellers cannot be
required to obtain any more liability insurance coverage
than is reasonably available ‘‘at prices and terms that
will not unreasonably distort the sales price’’ of the
technology;12

s a prohibition on joint and several liability such
that sellers are liable only for the percentage of non-
economic damages that is proportionate to their re-
sponsibility;13

s a complete bar on punitive damages and prejudg-
ment interest;14

s a reduction of the plaintiff’s recovery by the
amount of collateral-source compensation, such as in-
surance benefits or government benefits;15 and

s a rebuttable presumption that sellers are entitled
to the ‘‘government contractor defense’’ even if the
technology is not sold to a government entity.16

The scope of the SAFETY Act is broad. For example,
the term ‘‘seller’’ in the act refers to all parties that are
eligible for coverage, and it can include any person,
firm, or other entity that provides a Qualified Anti-
Terrorism Technology. To be clear, there is no require-

ment that the Qualified Anti-Terrorism Technology’s
sole purpose be antiterrorism.

SAFETY Act recognition provides additional benefits.
For instance, it provides an immediate market differen-
tiator because a company may advertise the fact that,
and the degree to which, its product or service has been
recognized by the government as an antiterrorism tool.
Recognition also may well provide benefits in connec-
tion with the company’s liability insurance rates. Addi-
tionally, such recognition could only assist the company
to establish that it meets the industry standard of care
for pipeline security in tort litigation outside the context
of a terrorist incident.

While not an exclusive list, some of the factors that
may influence whether the Department of Homeland
Security will extend SAFETY Act protection to a tech-
nology or service include its utility and effectiveness;
the magnitude of the risk exposure to the public if the
technology or service is not deployed; prior use by the
government; its availability for immediate deployment;
the risk to the seller (or other provider) of extraordi-
narily large or unquantifiable third-party liability expo-
sure; or a substantial likelihood that the technology or
service will not be deployed unless SAFETY Act protec-
tions are granted.

Application to Pipeline Security Programs
While the pipeline companies largely have not yet

taken advantage of the SAFETY Act, the unparalleled
litigation and liability protections it offers are available
to them. For example, a pipeline operator’s programs to
protect pipelines from attack are eligible to receive le-
gal recognition under the SAFETY Act just like any
other antiterrorism technology or service. This is true
for both physical and cybersecurity programs.

To be sure, there is no one-size-fits-all security pro-
gram for pipeline companies. Because their operations,
assets, and facilities (including SCADA systems) are
highly individualized, the details of their security plans
vary tremendously. That said, pursuant to their adop-
tion of the TSA Pipeline Security Guidelines, many, if
not most, pipeline companies already have fully devel-
oped security programs, either in-house or on a con-
tract basis. If appropriately packaged and developed
into a SAFETY Act application, these programs—which
were initially designed to minimize the company’s secu-
rity risks—can be parlayed into a way to minimize the
company’s legal risk.

The process for obtaining SAFETY Act certification is
relatively inexpensive and efficient. Companies submit
pre-applications and full applications to the Department
of Homeland Security, a process that is comparable to
submitting a regulatory filing. The contents of the appli-
cation are strictly confidential, and applications nor-
mally require approximately 120 days to be granted. If
the application is granted, SAFETY Act protection ex-
tends for five years, and can be renewed in five-year in-
crements thereafter.

Because the SAFETY Act and its implementing regu-
lations are legally intricate, and because certain sensi-
tive conversations concerning risk vulnerabilities must
be protected by privilege, we strongly urge companies
that are considering applying for SAFETY Act recogni-
tion to involve experienced counsel at an early stage of
the process.

10 6 C.F.R. § 25.2.
11 Pub. L. No. 107-296, § 863(a)(2); 6 CFR Part 25, at 33150.
12 Pub. L. No. 107-296, § 864(a)(2).
13 Pub. L. No. 107-296, § 863(b)(2).
14 Pub. L. No. 107-296, § 863(b)(1).
15 Pub. L. No. 107-296, § 863(c).
16 Pub. L. No. 107-296, § 863(d).
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